Corruption and Computerization in Developing Countries

by Dr. Richard Heeks (GB) *

[The following material is extracted from an article that appeared in the newsletter of the IFIP Working Group on Social Implications of Computers in Developing Countries (WG9.4). We believe it will be of interest to the entire IFIP community. — Editor]

C^{orruption (inducement to wrong by}

bribery or other unlawful or improper means) is a global problem. The focus of this article is on corruption related to computerisation within the public sector in developing countries. In choosing this focus, we recognize, of course, that other sectors and countries have corruption problems, and that much of the corruption in state organisations of developing countries involves payments from the private sector and from other countries. …

In the research on computerisation and corruption, one obvious interest is to understand whether computerisation — for example, through improved control mechanisms — might help to reduce or even eliminate corruption. Some thumbnail sketches are offered below to help provide initial pointers to an answer. They are drawn from the author’s personal experience and from the direct experiences of study fellows at the University of Manchester’s Institute for Development Policy and Management.

Is the Computer Responsible?

Case 1: An Asian customs department kept manual records with the names and addresses of overseas firms that had been involved in import or export transactions. These contacts were useful to local entrepreneurs, particularly those seeking export collaborations. The entrepreneurs, therefore, paid customs officials illegally to provide them with the contact details. The department, including its details of overseas firms, was computerised, and one computer was put into a front office, where members of the public could access it. Entrepreneurs gained direct access to the contact details they wanted; therefore, payments were no longer made. …

Of course, this had little to do with computerisation. The department could have made its manual records publicly accessible, leading to a similar result. Thus, when looking at computerisation and change, one must take care to disentangle the impact of computers and the

* Regional correspondent for WG9.4

impact of simultaneous organisational change.

New Corruption

Case 2: In an African public works department, there was concern about the number of “ghost workers” (people listed on the payroll, and therefore paid, who do not exist in reality; someone else collects the wages paid out under their names). The payroll system was computerised, and, during this process, a check was made between listed and actual workers. Any non-existent staff were removed from the system.

This seemed to have solved the problem, assisted by the word being spread that the computer could make an automatic check between the payroll list and reality and could automatically detect who was picking up ghost-worker wages. Of course, it could do no such thing, and an audit 18 months later uncovered a very well-to-do computer operator who was collecting his own wages plus those of thirty other workers he had entered into the payroll system.

Two points emerge from this. First, as in the previous case, computerisation had little to do with the removal of ghost workers and the consequent (temporary) removal of corruption. This required a physical check, as was done both before and after computerisation. Second, computerisation did change things by altering the set of people with the skills, confidence, and access to undertake this type of corrupt activity. Many of the ordinary staff were frightened from attempting this form of corruption by a mistaken perception of the computer’s powers (quite possibly spread by the computing staff). Those with IT (information technology) skills saw a wonderful new opportunity emerging as a result of computerisation.

Resisting Computerisation

Case 3: Examination marks at an Asian university were previously kept on paper, with calculation of final grades and averages done manually by a small group of trusted staff. Mark lists were kept locked in a safe when not being used. Because of the large number of students, it was decided to computerise the marks and calculations. There was an assumption that information on the (un-networked) computer would be safe, though a password, known to only a very few staff, was added just in case.

All seemed well until one lecturer noticed that a relatively dull student had achieved a spectacular final grade. Enquiries revealed that he was the son of one of the computer managers. The manager, knowing the importance of university grades for job prospects, had opened up the marks files and changed his son’s mark. Unfortunately for him, instead of altering the figures slightly, he got over-ambitious and pushed them from the 40s up to the 70s.

This case more or less reinforces the point made earlier. Computerisation may open up new corruption opportunities, particularly by altering who has access to information, and it may also alter the skills necessary to indulge in corruption.

Where There’s a Will...

Case 4: Managers in an Asian railway system were concerned about the efficiency of its seat/berth reservation system and about corruption within the system. Booking staff had access to and control over the allocation of places on trains, and a few would take bribes (either directly or via ticket “touts”) for providing passengers with reserved places, these being at a premium, since all trains were overbooked. A computerised system was introduced, one objective of which was to eliminate corruption. To achieve this, allocation of reservations was handled automatically.

Computerisation did make it harder for the clerical staff to be corrupt, because the software, not the clerk, now decided — on the basis of booking date — which passengers would fill vacated slots. However, corruption was not eliminated. First, station managers retained manual control over a certain proportion of the train places, supposedly to cover emergencies or last-minute travel by VIPs. Some continued to provide these places to non-emergency, non-VIP passengers in return for cash. Second, ticket touts showed how ingenious and resourceful they can be. Knowing that their best customers were businessmen in a hurry, they would book places well in advance on the main inter-city trains. …

Here, some of the more powerful system stakeholders ensured that their discretionary powers were not computerised. To some extent, this was part of the process of getting computerisation accepted: it was only able to proceed once the decision was reached that it would not threaten these