puter communications will become easier, cheaper, and better. While the circuit quality and data rate do indeed improve, a circuit-switched channel (supporting up to 9.6 Kbits/s) is not well suited to any bursty data source, even if using digital transmission. Furthermore, call set-up procedures in GSM, requiring the exchange and sequential processing of about 24 control messages, is prohibitively long for some computer applications. With sufficient error control, digital voice circuits are useful for transfer of batch data such as scheduled up- or downloading of files. On the other hand, dialing up (and paying for!) a real-time two-way circuit between end users is quite inefficient for the more frequent modes of mobile computer communications: electronic mail, interactive access to information services, etc. …

Despite the many development programs currently under way for universal, integrated, and ubiquitous systems, the ongoing introduction of separate digital networks for mobile telephony and mobile data applications will not come as a surprise to experienced network engineers. In the past, optimum use of classical hard-wired transmission resources motivated separate communications networks and signalling protocols for telephone and computer traffic, adapted to the different statistical characteristics of the corresponding information sources. …

The concept of Asynchronous Transfer Mode (ATM) could become a viable compromise between circuit and packet-oriented network design. It supports teletraffic at widely ranging rates and burstiness over a guided communication infrastructure. A similar concept for wireless (or “unguided”) communication has not yet been developed, although many research programs, including the European Advanced Communications Technologies and Services (ACTS) program, aim to demonstrate wireless access to multi-media services in the period 1994–1998.

Security in Mobile Communications

Another interesting paper, by Mr. Hannes Federrath, Mrs. Anja Jerichow, Mr. Dogan Kesdogan, and Prof. Andreas Pfitzmann, all from Germany, was entitled “Security in Public Mobile Communication Networks.” It raised issues one doesn’t normally consider when using a mobile telephone. The paper began as follows: *

The increasing use of mobile communication networks results in ever

* � IFIP more stringent security requirements. In an information society, availability, integrity, and confidentiality are essential. The provision of the latter is especially difficult to demonstrate. If the capability exists for some individual or component to gather personal data, one cannot be sure that these data are not gathered and misused. But this “being sure” is essential with respect to data protection. Therefore, legal means alone are insufficient and have to be complemented by the technical means we are going to describe. We present data-protection and security requirements, which we believe are the strongest ever presented. …

Data to be protected when communicating can be subdivided into user data and switching data. User data are given to the network to be transmitted. Switching data are needed for connecting sender and recipient. Other data can be derived from user and switching data: for example, data that allow conclusions about who has communicated with whom and for how long. …

In our opinion, the following requirements should be met for public mobile communication systems intended for broad use:

Protection of Confidentiality • Message contents should be kept confidential from all parties except the communicating partners.

• The senders and the addressees of messages should stay anonymous to each other [under certain circumstances — Ed.], and third parties (including the network operators) should be unable to observe their communication.

• Neither potential communication partners nor third parties (including the network operators) should be able to locate mobile stations or their users.

Protection of Integrity • Forging message contents (including the sender’s address) should be detected.

• The recipient of message y should be able to prove to third parties that entity x has sent message y.

• The sender of a message should be able to prove the sending of a message with correct contents, if possible — even that the addressee received the message.

• Nobody should be able to cheat the network operator(s) of the usage fees. On the other hand, the network operator(s) should be able to collect usage fees only for correctly delivered services.

Protection of Availability • The communication network enables communication between all parties who wish to communicate (and who are allowed to). …

In the following, we show how, by technical means, we can not only provide security for the network operator, but provide it for the users of the network as well.

The authors went on to describe their protection schemes. They concluded as follows:

This exposition gives options on how to design public communication networks to technically secure data protection. Furthermore, because of new requirements concerning personal mobility and reachability, existing techniques must be reconsidered and improved. Additionally, new techniques must be developed.

In the phase of standardization of the next generation of mobile networks, there is an opportunity to include these techniques as a solid part of the system. Otherwise, an unnecessarily great effort will be needed to implement data protection afterwards. …

A Hot Topic

Prof. Spaniol wrote the following summary of the Workshop:

The Workshop theme is one of the “hottest” topics within the area of communication systems. Most presentations were excellent. Discussions were intensive, lively, of high technical quality, and longlasting. The outstanding events besides the “normal” technical sessions were a really excellent keynote lecture by Prof. Arnbak and a panel discussion on the deployment and evolution of the personal handy phone system (a system for pedestrian wireless telephone service in which the size of the radio zone, or cell, is of the order of 100m). The panelists were representatives of seven Japanese firms. According to the participants, it was one of the best panels ever heard.

About a quarter of the delegates came from the Czech and Slovak republics, a quarter from Japan, a quarter from Germany, and the remainder from other countries. Unfortunately, some countries very experienced with respect to wireless communications were not represented at all.

In order to maintain a low registration fee (not more than 120 Swiss francs,

continued on page 15