IHoaxkarouaemsie Moaysin
AyrteHnTudukamuu (PAM)

Abstract

B 3TOM cTaThbe OIIMCBHIBAIOTCA IIPUHIIUIIBI M MeXaHH3MBI, Jie)Kalllie B OCHOBe OHMOJIMOTEeKH
[TogkiroyaeMblx Mopgystein AyreHtuukanuu (PAM - Pluggable Authentication Modules), u
pacckasnpIiBaeTcs, KaK HaCTPOUTL PAM, Kak MHTerpupoBaTh PAM B IIpUJIOKeHHI U KaK CO3/1aBaTh
Mmonaysu PAM.
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1. BBegeHue

bu6snoTreka Pluggable Authentication Modules (PAM) siByisieTca 06001HHBIM API 119 CIIy»KO,
CBSI3aHHBIX C ayTeHTUPHUKAIMeH, KOTOpble II03BOJIAIOT CUCTEMHOMY aiIMHUHUCTPATOPY L00aBJISITh
HOBBIe METO/Ibl ayTeHTUQUKAIIMU HIPOCTOM yCTaHOBKOM HOBBIX Mojaysaed PAM, M H3MeHSITh
IIOJINTUKY ayTeHTUQUKAIIUH IIOCPEICTBOM PefaKTUPOBAaHUA KOHQUTYPaITHOHHBIX QaliyioB.

PAM omnricasu ¥ paspa6oTtasnu Vipin Samar u Charlie Lai u3 Sun Microsystems B 1995 rogy, ¢ Tex oH
CUJIBHO He MeHsIcd. B 1997 roxy Open Group omny6JiMKoBaJjia IIpefBapuTe/bHbIe ClIelfUUKaIIUIN
Ha X/Open Single Sign-on (XSSO), uto craHgapTusoBano API mist PAM u no6aBuio pacliupeHUs:
IJIs1 OJHOPAa30BOM (MJIU IOCTATOYHO MHTEIPUPOBAHHOM) IOANKCH. Ha MOMEHT HallucaHUus 3TOrO0
IOKYMeHTa 3Ta ClieliupuKaIiyg elé He Oblyia IIPUHATA 38 CTaHAAPT.

XO0Tq 3Ta CTaThs IIOCBAIleHA B OCHOBHOM FreeBSD 5.X, B KoTOpo# ucroab3yeTca OpenPAM, oHa
nomougéT 1t FreeBSD 4.X, ucnosb3yromed Linux-PAM, ¥ Ipyrux ollepaliiOHHBIX CUCTEM, TaKUX,
Kak Linux u Solaris™.

2. TepMHHEBI U COIJIallIeHUSA

3. OnpeneseHus

TepmuHoJsiorus, ucnosbdyemas B PAM, moctaTouHo 3anyTaHa. Hu opuruHasbHas pabora Samar U
Lai, HU crieniudukanyg XSSO He f1e1al0T HUKAKUX IIOIIBITOK GOpPMaJIbHO OIIpe/ie/INTh TEPMUHBI
IJIS PasIMYHbIX 00bEeKTOB U YUYaCTBYIOIIUX B PAM CTOPOH, & TEpMHUHBI, KOTOPble OHU HUCII0JIb3YI0T
(HO He oOIpefesdl0T) HWHOINA HeBepHbBI U HEONHO3HAUHBL. I[lepBOil IIONIBITKOM CO34aTh
HeJIBYCMBICJIEHHYI0 U COIJIACOBAHHYI0 TEPMUHOJIOTHIO ObliIa paboTa, KOTOpPy Hamucaa Andrew
G. Morgan (aBTop Linux-PAM) B 1999 roay. XoTs1 BLIOOP TEPMUHOJIOTHUH, KOTOPYIO clesaa Mopras,
OBl TUTAHTCKUM CKAuKOM BIIEpe[, 3TO, II0 MHEHUI0 aBTOpa [JaHHOM CTaTbH, He O3HAuvaeT ee
IIPaBUJIBHOCTE. /lajiee [esiaeTcs IIONBITKA, B 3HAYUTEJILHOU CTelleHU Ha OCHOBe paboTsl MopraHa,
IaTh TOUHble U HeJBYCMBICIIEHHbIe OIIpe/ie/IeHUsI TEPMUHOB /IJIs1 BCeX YYaCTHUKOB U 00bEKTOB
PAM.

y4éTHas 3anuch (account)

Ha6op mosiHOoMOYHH, KOTOphIe alllUIMKaHT 3allpallliBaeT 0T apouTpaTopa.

amuIMKaHT (applicant)

ITosb30BaTe b UIH 00'BEKT, 3allpaliBarIre aYTeHTI/I(l)I/IKaHI/IIO.

apoutparop (arbitrator)

ITosnb3oBaTe b MU O00BEKT, I/IMEIOH_II/Iﬁ IIpUBUWJIETHUH, OOCTATOYHBIE [JId IIPOBEPKH
IIOJTHOMOYHH allIlJIMKaHTa U IIpaBa IIOATBEPAUTE UJIK OTK/JIOHHUTH 3aIIpocC.



nemoudka (chain)

[TocyieroBaTeILHOCTE MOZYJIEM, KOTOpPBIe OyAyT BBI3BAHEBI B OTBET Ha 3amnpoc PAM. B 1ierrouxy
BKJIFOUeHa MHGQOpMAIHA O II0CIeL0BaTeJbHOCTU BBISOBOB MOJAYJIEH, apryMeHTaX, KOTOpbIe
HY>KHO HM IlepeJaTh, 1 0 TOM, KaK MHTePIIPeTHPOBAThL Pe3yJIbTaThL.

KyueHT (client)

[IpuioykeHHe, OTBevarolllee 3a MHUIIMMPOBaHMe 3alpoca Ha ayTeHTUQUKAIUI OT HMeHU
alIuUINKaHTa U [I0JIyYarolllee OT HEr0 He0OX0AUMYIO [JId ayTeHTUGUKALTUU UHGOPMAITUIO.

noacucreMa (facility)

OmHa U3 YeThIpeX OCHOBHBIX TPyl (QYHKIIMOHAJBLHOCTH, KOTOpble pmaeT PAM:
ayTeHTUQUKAIlYs, yIIpaBJieHHe yYeTHBIMHU 3allMCAMH, yIIpaBJIeHHe CeaHCOM U OOHOBJIEHHE
KJIIOUOM ayTeHTHQHUKAIIHHU.

MozayJab (module)

Habop u3 opHOM MM OOJIBIIIET0 KOJIHMYeCTBa CBA3aHHBIX OYHKIMWM, peaJu3yIIIUX
OIIpefie/IeHHYI0 IOJCUCTEMY ayTeHTHGHUKAIUH, COOpaHHBIA B OAHH (0O0BIYHO AUHaMHYECKHU
3arpykaeMbli) JBOUYHBIN Qpaill, UeHTUQUITUPYEeMBbI 110 UMEeHMU.

nosmTuka (policy)

[TosHBIT Hab0p KOHQUIYPAIIMOHHBIX [eKJjapallui, OIMCHIBAKOIIMNX, KaK obpabaTeIBaTh
3anpocel PAM K ollpezie/ieHHOM yciayre. IIoTMTUKAa 06BIYHO COCTOUT U3 YeThIpeX Ilellovek, I10
OJHOM Ui KaXK[OM IIO[CUCTEeMBI, XOTd HEKOTOpble CIY>KObl HCIIOJB3YHOT He BCe 4YeThIpe
IIO/ICUCTEMBL.

cepsep (server)

[Ipro)KeHHe, BBICTyIIAKOIlee OT HKMeHH apburparopa /I OOLIeHHd C KIHEeHTOM,
3allpallliBaHUs ayTeHTUQUKAITMOHHON HHPOPMAIIUY, IIPOBEPKU IIOJTHOMOYHM alIJIMKaHTa U
IIOATBepsK/arolee MIN OTKJIOHSIOIIee 3aIIpoc.

cepBHc (service)

Kitacc cepBepoB, IIPeAOCTABJIIONINX II0X0XKYH0 WJIM CBS3aHHYI QYHKITMOHAJIBHOCTH, U
Tpe6yIoIIyI0 TOJO6HYI0 ayTeHTUUKAITHIO. [TouTHKHU PAM 3a/1at0TCsI HA OCHOBE CEpPBUCOB, TaK
YTO KO BCEM CcepBepaM, 00bSIBJISIONTUM OJTHO U TO>Ke UMsI CEPBUCA, OYAeT IPUMEHSIThCS OHA U
Ta ’Ke IIOJIUTHUKA.

ceaHc (session)

KOHTEeKCT, B KOTOPOM CEpPBHC OKAa3bIBAaeTCsd AaIlIlIMKAaHTy cepBepoM. OgHa M3 YeThIpex
noacucteM PAM, yIipaBiieHHe CeaHCOM, KacaeTcs UCKIIOUYUTEIbHO HACTPOHUKe M OYKMCTKE 3TOr0
KOHTEKCTa.

K04 (token)

Bs1ok MHQOpPMAITUH, CBSI3aHHBIN C YUETHOM 3alIMChI0, HAITPUMeD, IapoJIb MU KIoueBas dpasa,
KOTOPYIO allIJTUKAHT I0/DKEH IIPe/I0CTaBUTh JJIs1 CBOeH UeHTUQUKAIIHUH.

TpaH3aKuusA (transaction)

ITocyemoBaTEILHOCTD 3aIlpOCOB OT OJHOTO M TOTO JKe alllUIMKaHTa K OfHOMY M TOMY J>Ke
9K3eMIUISIPY TOTO >Ke CaMOT0 CepBepa, HauMHas C ayTeHTUQHUKAIIMK U YCTAaHOBJIEHUS CeaHca U



3aKaH4YHMBasi 3aKPhITHEM CeaHCa.

4. IIpuMephI UCII0JIHL30BaHUS

JTOT pasjeJst MpeHa3HAYEH JIJIs1 WJUTIOCTPAIHU 3HaUeHUH HEKOTOPHIX TEPMHUHOB, OIIpeIeIeHHBIX
BBIITIE, ITPU TIOMOIITH ITPOCTHIX ITPUMEPOB.

5. O0beJMHEeHHBbIE KJIUNEHT U cepBep

B 3TOM IIPOCTOM ITpUMEpE IT0Ka3bIBAETCS II0JIH30BaTeJh alice, BRIOJIHSIIONINNT KoMaHay su(1) ms
TOT0, YTOOKI CTATh II0IHL30BaTEIEM root.

% whoami
alice

% 1s -1 ‘which su®
-r-sr-xr-x 1 root wheel 10744 Dec 6 19:06 /usr/bin/su

% su -

Password: xi3kiune
# whoami

root

* ANIUIMKAaHTOM sBJIsieTcs alice.

* Y4yeTHOM 3aIIHCBIO ABJISIETCA root.

e IIporrecc su(1) gBJsgeTcda KaK KJIMEeHTOM, TaK U CEPBEPOM.
* AyTeHTUQUKAIIMOHHBIM KJII0UOM SABJIsAeTCo xi3kiune.

¢ Ap6uTpaTopoM BBICTyIIaeT root, ¥ MMeHHO II03TOMY y KoMaHAbl su(l) BBICTaBJIeH OUT
BBIIIOJIHEHUS C IIpaBaMH root.

6. KitieHT U cepBep pa3aejieHbI

B mnpuMepe HIDKe paccMaTpUBaeTCs II0JIb30BaTeJb eve, IIBITAIOIIUAMNCI yCTaHOBUTHL ssh(l)
-coeflMHeHMe C login.example.com, ¥ YCIIEIIIHO BXO[d KaK II0JIb30BaTesb bob. Bo6 Lo/DKeH OBLI
BBIOpaTh IapoJIb IoJIydine!

% whoami
eve

% ssh bob@login.example.com

bob@login.example.com's password:

% god

Last login: Thu Oct 11 09:52:57 2001 from 192.168.0.1
Copyright (c) 1980, 1983, 1986, 1988, 1990, 1991, 1993, 1994
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ATIIIJTMKAHTOM SBJIIETCH eve.

KyineHTOM siBJIsteTcst Imporiecc ssh(1) mosib3oBaTesst Eve.

* CepBepoM sBJisieTcd nporjecc sshd(8) Ha mamuHe login.example.com

¢ YUyeTHOM 3aIIMCHI0 IBJISIETCS bob.

* KiirouoMm ayTeHTUQUKAIIUU ABJIETC god.

* XOTs1 3TOTO He BU/IHO B IIpUMepe, HO apOUTPaTOPOM SIBJIIeTCs root.

7. IIpuMep MOJIUTHKH

Ciienyrolliee gBJIsIeTCS IIOJIMTUKOM, UCIIOIB3yeMOM BO FreeBSD 110 ymMoruaHuIo 14 sshd:

sshd
sshd
sshd
sshd
sshd
sshd

auth
auth
account
account
session
password

required
required
required
required
required
required

pam_nologin.so no_warn

pam_unix.so no_warn try_first_pass
pam_login_access.so
pam_unix.so

pam_lastlog.so no_fail
pam_permit.so

* JTa MOJIUTUKA IIpUMeHSeTCsI K Cayxbe sshd (4To He 06s13aTeJIbHO OTPaHUYEHO CepBepOM
sshd(8)).

e auth, account, session 1 password SIBJISIFOTCS IIOJCHCTEMaMHMU.

* pam_nologin.so, pam_unix.so, pam_login_access.so, pam_lastlog.so 1 pam_permit.so SBJISIOTCS
MoaysAMH. M3 3TOro mpumMepa BUAHO, YTO pam_unix.So peajusyeT II0 KpallHeM Mepe [Be
IIOZICHCTeMBI (ayTeHTUQUKAITHIO U YIIpaBJIeHNe YUETHBIMU 3aIIHCSIMU).

8. OcuoBrl PAM

9. llogcucTeMbl M HPUMHUTHBEI

APl pya PAM 1mpefocTaBiseT IIeCTb PA3JIHMYHBIX IIPUMUTHUBOB [JI1 ayTeHTUQUKALUH,
CTPYHIIMPOBAHHBIX B YeTHIPe ITOCUCTEMEI, Ka’K/asd M3 KOTOPBIX OIIMCHIBAETCSI HIDKeE.

auth

Aymenmugukayus. ITa TOACUCTEMA, COOCTBEHHO TOBOPS, pPeaJHu3yeT ayTeHTHQUKAITUIO
alll/TMKaHTa U BBISICHEHHe IIOJTHOMOYMM Yy4yéTHOM 3amucu. OHa IIpeflocTaBisieT [Ba
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IIPEUMHTHUBA:

« dyHkIug pam_authenticate(3) ayTeHTHQHUITUPyeT aNIUIMKaHTa, OOBIYHO 3allpalllyiBas
ayTeHTUQUKAITMOHHBIM KJI0U W CpaBHUBAasg ero Co 3HadeHHeM, XpaHAIUMCcs B 6ase
TAHHBIX WIN II0JIy4aeMbIM OT cepBepa ayTeHTUQUKAITUHU.

 dyHKIUA pam_setcred(3) ycTaHaBJIHWBaeT IIOJTHOMOUUS YUETHOM 3allMCH, TaKhe, KakK
UZeHTUGUKATOP I10/Ib30BaTesIsd, YWIEHCTBO B I'PYIIIaX ¥ OTpaHUYEHUs Ha HCII0JIb30BaHUe

pecypcoB.
account

YnpasieHue yuémHoll 3anucvto. ITa IOJCHCTeMa o0OpabaThIBaeT BOIPOCHI OCTYIIHOCTH
y4eTHOU 3aIlMCH, He CBI3aHHBIe C ayTeHTUUKAIlHel, TaKye, KaK OTpaHUYeHUs B IOCTyIle Ha
OCHOBe BpeMeHH CYTOK HJIU 3arpy3KU cepBepa. OH IIpeiocTaBJIsieT eIUHCTBEHHBIN IIPUMUTHB:

« ®yHKITHA pam_acct_mgmt(3) mpoBepsieT, JOCTYIIHA JIU 3allpallliBaeMasi yUeTHas 3aIIHCh.

session

anaeﬂeHue ceaHcoMm. Ita IIoaCHUCTEMA 0Tpa6aTBIBaeT 3agaydiy, CBsA3aHHbIE C YCTaHOBJIEHHUEM H
3aKpPBITHEM CeaHCa, TaKHe, KaK Yy4YeT BXO/0B mosib3oBaresieii. OHa IIpeaoCTaBJIAET OBa
IIPUMHUTHUBA:

* OyHKITUS pam_open_session(3) BBIIOJIHSAET [OeUCTBUS, CBI3aHHBIE C YCTAaHOBJIEHUEM
ceaHca: fobaByieHHe 3allMcedl B 6a3bl JaHHBIX utmp M wtmp, 3amyck areHTa SSH u Tak
najee.

» dyHKIMA pam_close_session(3) BBIIIOJIHAET IeMCTBUSA, CBSI3aHHBIE C 3aKpbITHUEM CeaHca:
nobaBJyieHHe 3allvced B 6a3bl JaHHBIX utmp 1 wtmp, 3aBepiiieHHe paboTel areHTa SSH U Tak
Jajiee.

password

anaeﬂeHue napo/siem. JTa IIoacucTemMa HCIIOJIb3YEeTCA JJIsA HU3MEHEHUA KJIro4a
aYTeHTI/I(l)I/IKaLII/II/I, CBsA3aHHOTO C y‘-IGTHOfI 3aIllChI0, II0 IIPpHUYHNHE HCTEYEHHsS €ero CpoKa
I[EfICTBI/ISI WIM >KeJlaHMWS I10JIb30BaTesIsI USMEeHUTh ero. OHa IIpeaoCTaBJIAeT eﬂHHCTBEHHBIﬁ
IIPUMHTHUB:

o dynkiug pam_chauthtok(3) usmeHseT KIH0U ayTeHTUPUKAITUY, ONIMOHAJIBHO IIPOBEPSi,
4TO OH TPYZEH /I I10A60pa, He UCII0/Ib30BaJICA paHee U Tak Jajee.

10. Moy

MopyJiu IBJISAIOTCS IIeHTpaJIbHOM KOHIlelIred B PAM; B KOHIIe KOHII0B, UM COOTBETCTBYeT OyKBa
"M" B cokpameHun "PAM". Moaysibr PAM 1ipejcTaBiigeT COOOM CaMOAOCTAaTOUYHBIA KYCOK
IIPOrPaMMHOI0 KOZja, KOTOPBHIM peajr3yeT IIPUMUTHUBBLI OJHOM HW/IU OOJIBIIET0 KOJIWYeCcTBa
IIO/ICUCTEM OJHOIO0 KOHKPETHOIO MeXaHH3Ma; K BO3MOXKHBIM MeXaHUu3MaM [JIg IO CUCTeMBI
ayTeHTU(QHUKAIIUH, K IIPUMePY, OTHOCATCA 6a3bl JaHHBIX maposieil UNIX®, cuctemsl NIS, LDAP miu
Radius.
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11. IMeHOBaHHe MOAyJ/IeHd

Bo FreeBSD KakKIblil MeXaHW3M peaiM3yeTcsl B OTHeJIbHOM MOJYyJe C MMeHeM pam_mechanism.so
(HampuMep, pam_unix.so g MexaHusMma UNIX®.) B apyrux peanusanyisx HHOTAA OTAe/IbHBbIE
MOZYJIA HCIIOJIB3YIOTCA I PasHBIX IIOJCUCTEM, U B HUX UM BKJIKUYAaeTCd, KpoOMe Ha3BaHUA
MexXaHU3Ma, U UMd mopcucteMbl. K mpumepy, B Solaris™ mmeercs mopmysb pam_dial_auth.so.1,
KOTOPBIM YacTO UCHOJb3yeTCcd Il ayTeHTUQUKAIMU II0Jb30BaTesiel, paboTaroliux II0
KOMMYTUPYEMBIM KaHaJjlaM CBSI3H.

12. Bepcuu moayJiien

H3HavasnpHas peanmsanusas PAM Bo FreeBSD, korTopass ObLia OCHOBaHa Ha Linux-PAM, He
UCII0JIb30Bajla HOMepa BepcUU il MopayJser PAM. 3to OyzeT IPUBOAUTHL K IIpo6sieMaM IIpU
paboTe yHacjeLOBAaHHBIX NPUIOKEHUM, KOTOpPble MOIYT OBITH CKOMIIOHOBaHBLI CO CTapbIMU
BepCUSIMU CHUCTeMHBIX OHUOIMOTEK, TaK KakK CIlocoba IIOAIPY3UTh COOTBETCTBYIOIYI0 BEpPCHUI0
TpeOyeMbIX MO/IyJIEU HET.

OpenPAM, ¢ Apyro¥ CTOPOHBI, HUIeT MOAYJINU, KOTOPble UMEIT TOT K€ CaMblii HOMep BepCHUH, YTO
U 6ubsnoTeka PAM (Ha [aHHBIA MOMEHT 2), ¥ HCIIOJIb3yeT MOAYJbL 0e3 BEepCHH, TOJIBKO eC/IHd
MO/JlyJIb C WU3BECTHOU BepcHuel He ObLI 3arpykeH. [10sToMy s CTapbIX HPUI0KEHUM MOTYT
IIpef0CTaBJIATLCA CTapble MOZYJIH, IIPU 3TOM HOBBIE (MJIM 3aHOBO IIOCTPOEHHBIE) IIPUJIOKEHUS
OyZyT HUCII0JIb30BaTh BCe BOSMOKHOCTH II0CJIeTHUX BepPCUU MOZYJIEN.

Xota moxyad PAM B Solaris™ MMerxT HOMep BepCHUH, I10-HACTOAIeMy HOMepP BEPCHUU B HUX He
OTCJIEJKMBAeTCd, II0TOMY YTO HOMeEpP SBJSETCI YacTbI0 HMMEHH H [0/DKeH BK/IHYATLCI B
KOHQUTYPAITUIO.

13. IIemTOYKH A IIOJTUTUKH

Korzma cepsep nHUIMupyetr PAM-TpaH3akIiiuw, 6ubsroreka PAM IibITaeTcsa 3arpy3sUTh IIOJIUTUKY
IJIs1 CJIY>KOBI, yKasaHHOM IIPU BbI30Be QyHKIUU pam_start(3). [JoMTHKa oIlipefesiseT, KakK JOJDKHBI
oOpabaTheIBaThCA 3aIIpOChl HA ayTeHTUPUKAINIO, U 3aaéTcd B KOHQUIYypallMOHHOM daiire. ITO
COCTaBJIAET [APYIYI0 OCHOBOIIOJIATAIOIIYI0 KOHITEII[HMI0 PAM: BO3MOXKHOCTH aJMUHUCTPATOPY
HacTpauBaTh IIOJIUTUKY 0e30IIaCHOCTHU CHUCTEMEI (B CaMOM IIIUPOKOM eé ITOHUMaHWM) IPOCTHIM
pelaKTUpOBaHMeEM TeKCTOBOTO ¢aiia.

[ToTUTUKA COCTOUT U3 UETBIPEX ITelloYeK, I10 OJHOU Ha KayKAblil U3 MeToi0B PAM. Kaxmoe 3BeHO
IIpeJcTaB/sieT COO0M IIOC/Ie0BaTeJbHOCTh KOHQPUIYPaIlMOHHBIX YTBEPKIEeHUM, 3aaroliux
BBI3bIBaeMbIU MOJYJb, HEKOTOpPhIe (HeoOsg3aTesIbHBIE) IIapaMeTphl [JId Ilepefadyd B MOAYJAb, U
YIPaBJISIONUNA dJiar, OITUCHIBAIOIINN, KaK UHTEPIIPETUPOBAThL BO3BPAIllaeMbIH 13 MOJYJISI KO,

[ToHMMaHHWe CMBIC/Ia YIIPaBJIAIOIero ¢sara He0OXOAUMO JI1 IIOHMMaHUs KOHQUIYPaIlHOHHBIX
¢aiyioB PAM. CylleCTBYIOT YeThIpe PasIMYHBIX YIIPaBJIAIOIIUX ¢Jiara:

binding
Eciin Momysnb oTpaboTas yCIIellHO, ¥ HU OJWUH U3 MPeAbIAYIIUX MOAyJed B IelIOYKe He
cpaboTasl OTPHUIlATEJILHO, TO Iell0UKa IIpephblBaeTCsd, a 3aIlpoC IIOATBep)KpaeTcd. Eciau ke
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MOIYJ/Ib 0Tpa60TaeT Heyaa4HO, TO BBIIIOJIHAETCA OCTaBIIasdCd YaCThb IIEIIOYKH, OJJHAKO 3aIIpoC
OoTBepraeTcs.

JdroT ympasiaromyi ¢uar 61 ob6aBiieH KoMmIaHued Sun B Solaris™ 9 (SunOS™ 5.9), u
nopnepsxuBaeTcda B OpenPAM.

required
Ecsii MOZy/Ib BO3BpPaTUJI IIOJIOKUTEIbHBIN OTBET, BBIIIOJIHIETCS OCTAaBIIasCAd YacTh IeII0YKH,
3aIIpoC y/I0OBJIETBOPSIETCS, €CJIM HUKAKOM JPyroM MOAyJIb He 0TpaboTaeT oTpUIlaTeJ bHO. Eciu
’Ke MOJYJIb BO3BPAaTUT OTPUIATEJbHBIM OTBET, OCTATOK IIEIIOYKU TOXKe OTpabaThIBaeTcCs, HO
3aIIpoc OTBepraeTcs.

requisite
Ecsii Mozysib Bo3BpalllaeT I10JI0KUTEJIbHBIU OTBET, BBIIIOJIHAETCS OCTABIIAACA YacTh I1eII0YKH,
3aIIpoC y/I0BJIETBOPSIETCS, €CJIM HUKaKOM JPyroi MOAyJIb He 0TpaboTaeT oTpULlaTeJ bHO. Eciu
)Ke MOAyJib oTpabaThblBaeT OTpPUIATENbHO, TO OTpaboTKa IeIIOYKU HeMeJJIeHHO
IIpeKpallaeTcs, a 3alIpoc 0TBepraeTcs.

sufficient

Ecii MOJyJsb BO3BPAaTUT IIOJIO’KUTEJHLHBINM OTBET, U HU OJUH U3 HPeAbIAYIINX MOJyJeH B
IIeII0YKe Ha 0TpaboTasl OTPUIJaTeIHLHO, TO 0TpaboTKa IeII0YKH HeMe/[JIEeHHO IIpeKpallaeTcs, a
3alpoc  ymoBieTBopsieTcd. Ecau  MoAysb oTpaboTanl OTPHUIATEJBHO, TO pe3yJbTaT
UTHOPUPYETCS U IelI0YKa 0TpabaThIBAETCS JaJIbIIIe.

Tak kxak cemMaHTHKa 3TOro ¢Jara MOXKeT OKasaTbCd 3allyTaHHOH, OCOOEHHO IIPU ero
HUCIIOJIB30BaHUKU C IIOCJeJHUM MOAyJeM B IlelloYuKe, PpeKOMeHJyeTCd BMECTO Hero
HCII0JIb30BaTh YIIPABJIAIOIIMMI ¢Jiar binding, ecid peasnsarius ero oA ep>KUBaeT.

optional

Mogynb oTpabaThIBaeTCsd, HO pe3yJybTaT BBIIIOJHEHWS UTHOpUpyeTcd. Ecau Bce MOAyau B
I[elI0YKe IIOMeuYeHbl KaK optional, TO y[oBjeTBOpAThHCA OyAyT Bce 3alpochl. Korga cepsep
BBI3BIBAeT OAWH u3 ImecTu PAM-tippumMuTuBOB, PAM 3ampalnuBaeT IIeII0UKYy II0[CUCTEMEBI, K
KOTOPOM IIPUHA/JIE)KUT IIPUMUTUB, U 3allyCKaeT Ka Kbl MOYJ/Ib, [IEPEUNCIEeHHBIN B IIeII0YKe
B IIOpsA/iKe UX IIepeuurc/IeHus, II0Ka CIIMCOK He OyJeT HcuepIiaH U060 He OyzAeT olipefeJieHo,
4TO JAajibHeHIlled 00pabOTKKM He HY)KHO (II0 IIpUYMHE [OCTHDKEHUE MOJYJIsl, BEpPHYBIIIErOo
IOJIOKUTEJbHBIM OTBET IIPU YCJI0BHUU binding mumm sufficient, yim60 OTpHUIIaTEJBbHBIN C
yCJIOBUEM requisite). 3aIpoc IMOATBePIKAAeTCs, eCIM TOJILKO OBbLI BhI3BaH II0 KpaliHeU Mepe
OJIVH MO/1yJIb, ¥ BCe HeOIII[[MOHAJIbHbIe MO/YJIN BePHYJIU II0JI0KUTEIbHBIN OTBET.

3aMeThbTe, YTO BO3MOJKHO, XOTsI 3TO He pacIpoCTpPaHeHOo, IIepPeuYruc/IATL OJUH H TOT Ke MOAYJIb
HEeCKOJIbKO pa3 B OJHOM Iferrouke. K Ipumepy, MOAYJIb, IIPOCMAaTPUBAKIIUK MMeHa U IIapOJIH
II0JIb30BaTeJII B CepBepe KaTajora MOJKeT OBITh BBI3BAH HECKOJIBKO pa3 C pasIuYHBIMU
ImapaMeTpaMH, 3aJaI0IIUMHU Pas/IMUHbIe cepBephbl KaTaIoroB AJjId CBI3H. PAM cunTaeT pas/imYHbIe
II0SIBJIEHUS OJTHOI'O MOJYJISI B TOM JKe CaMOM IIeII0YKe PasHbIMU U He CBI3aHHBIMU MOAYJIIMU.

14. TpaH3aKIIUH

JKM3HeHHBIA ITUKJ TUNHUYHOU PAM-TpaH3aKI[MU OIIMCAaH HIDKe. 3aMeTbTe, YTO B CJIy4ae, eciu



JIF000H U3 IIepedYHrCJIEHHBIX IIaroB OKaHYHMBAETCA HEYAdYHO, CepBE€P OOJ/IPKEH BBIIATH K/IIHEHTY
COOTBETCTBYIOIIIEE COO6H.I€HI/IE 00 ommIubKe U IIpepBaTh TPaH3aKIIHIO.

10.

11.

Ecix 3T0 He06X0UMO, CcepBep IIoJIydaeT IIOJTHOMOYMS apbUTpaTopa dyepes He3aBUCUMBIN OT
PAM MexaHH3M-4allle BCero I10 GpakTy 3allycka II0JIb30BaTesIeM root MM C YCTaHOBJIEHHBIM
setuid-6uToMm root.

CepBep BbI3bIBaeT QYHKIIMIO pam_start(3) g MHUITHAIU3auu 6ubarnoreku PAM U1 3agaHus
UMEHU CepBHCa U IeJIeBOM YUYETHOM 3allMCH, a TaKKe perucTpanviy IOAXOZAIero cIrocoba
00IITeHUS.

CepBep I101y4yaeT pasIUYHy0 HHGOPMAIlHI0, OTHOCAIIYIOCA K TPaH3aKIUU (TaKyro, KaK UMs
I10JIb30BaTesId alllUIMKaHTa U UMs X0CTa, Ha KOTOPOM 3allyllleH KJIHMeHT), U OTIIpaBJsieT eé B
PAM 1mipu moMoIM GYHKITUHU pam_set_item(3).

CepBep BBI3BIBaeT QYHKIIUIO pam_authenticate(3) g ayTeHTUQUKAIIUM allIUIMKAHTA.

CepBep BBI3BIBaeT QYHKIUIO pam_acct mgmt(3) mag IIpoBepKHM TOro, YTO 3alpollleHHas
y4é€THasd 3aluch [IOCTyIIHAa M KOppeKTHa. EcjM Iaposib BepeH, HO ero CpPOK MHCTEK,
pam_acct_mgmt(3) BosBpaTuUT pesyabTaT PAM_NEW_AUTHTOK_REQD, a me PAM_SUCCESS.

Ecn Ha mpefpigyineMm Imare ObLI IosydeH pesyuabtaT PAM_NEW_AUTHTOK_REQD, TO cepBep
BbI3bIBaeT QyHKIIMIO pam_chauthtok(3) g Toro, 4To6bl BEIHYAUTh KIUEHTA U3SMEHUTD KJIH0Y
ayTeHTUQUKAIIUU /151 3aIIPOIIIeHHON YUYETHOM 3aIlHCH.

Temepp, Korga amIIMKaHT IIOJHOCTBI0 ayTeHTUQUIIMPOBAH, CepBep BHI3BIBAeT (QYHKIIUIO
pam_setcred(3) mja moJydeHHs IIOJTHOMOYHM 3alIpOIIIeHHOM y4YéTHOM 3amucu. CresaTb 3TO
BO3MOJKHO, IIOTOMY YTO OH paboTaeT KakK ap6UTpaTop, U OCTaBJAeT 3a COO0M II0JTHOMOYHUSA
apbuTpaTopa.

[Tocte  1IosTyyeHUA  HEOOXOJMMBIX  IIOJIHOMOYHM, CepBep  BBI3BIBAeT  QYHKIJUIO

pam_open_session(3) s yCTaHOBJIEHUS CeaHCca.

Terepb cepBep BBIIOJHSIET TOT CEPBUC, KOTOPBIM 3aTpeGoBall KJIHMEHT-HAaIIPUMeED,
IIpe/I0CTaBJIIeT allITUKAHTY 060/I0UKY.

[Iocsie TOrO, KakK CcepBep 3aKOHUMJ OOCIy)KMBaHUE KJIUEHTa, OH BbI3hIBAET QYHKIIHIO
pam_close_session(3) [ 3aKpbITHSA CeaHCca.

HakoHer], cepBep BbI3bIBaeT QYHKIIMIO pam_end(3) A5 omoBelleHUs1 6ubamoteku PAM o ToM,
4uTo paboTa ¢ Hel 3aBepllleHa U KaKue-JIN00 BblJleJIeHHbIE B TEYEHHE CeaHCa PeCypChl MOYKHO
0CBOOOUTE.

15. HacTponka PAM

16. ®amiasl moxutuk PAM

17. ®ani /etc/pam.conf

TpaguiioHHO $aiyoM NoJuTUK PAM saBistercd /etc/pam.conf. OH COepXUT BCe IOJIUTUKU PAM
IJIs Balllell cucTeMbl. Kakzas cTpoka daliisia OIKChbIBaeT OJUH Il B I[elI0OYKe, KaK II0Ka3aHO

HHKe:
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login  auth required pam_nologin.so no_warn

ITossa CIeAyIOT B TaKOM IIOPSAAKEe: HMSI CJIY)K6]'>I, UM IIOACHCTEMBEI, YHpaBJIH}OH_{Hﬁ Cl)JIaI‘, %0%85¢
Mooy M IIapaMeTpPbl MOIAYJIA. JIrobbIe OOIIOJTHHUTEJIbHBIE IIOJII HMHTEPIIPETHPYIOTCA KaK
HJOIIOJIHUTEJ/IbHBIE ITapaMeTPbl MOAYJIA.

JIIs1 Ka>K[ O IIaphbl CepBHC/IIOLCHUCTEMAa COCTaBJISIeTCS OTJe/IbHas IlelI04YKa, ¥ TOIrja II0JIydaeTcs,
UTO, XOTS IOPSIOK CJIeJOBAaHUS CTPOK /IJIS OJHOM M TOU >Ke YCIYTM U TOJCHUCTEMBI SIBJISIETCS
3HAYUMBIM, IIOpPS/IOK II€peUrCIeHUs] OT[eJbHBIX CEePBHCOB He 3HAYWM. B mpuMepax Hu3
OPUTUHAJIBLHOMU paboThl 0 PAM CTPOKHM KOHQUTYyparUu CIPYyHIIMPOBAaHBI II0 IIOJCHCTEMAaM, B
rnocraBisgeMoM c Solaris™ ¢aiiyie pam.conf MMeHHO TakK M C/eJIlaHO, HO B CTaHJAAPTHOM
KOHOUTYpaITMOHHOM ¢atiyle M3 IOCTaBKU FreeBSD CTpPOKM HAcTpoeK CTPYHIIMPOBAHBI II0
cepBucaM. [IogxoAuT 0601 U3 ITUX CII0OCOO0B; OHU UMEIOT OFUH U TOT K€ CMBICIIL.

18. KaraJior /etc/pam.d

OpenPAM u Linux-PAM mofiep>KUBarOT aJbTePHAaTUBHBINM MeXaHU3M HAaCTPOMKH, KOTOPBIU I
FreeBSD sBjsieTcs IIpeAIIOYTHUTENBLHBIM. B 3TOM cXeMe Kajkaasd IIOJIMTHKA COMEPIKUTCI B
OT[eJIbHOM ¢aiile ¢ UMeHeM, COOTBETCTBYIOIleM CEePBUCY, K KOTOPOMY OHa IIpHUMeHseTCd. ITH
¢daiiiel pasMelarTca B KaTasore /etc/pam.d/.

Takue ¢aiyibl HOJIUTUK, OPUEHTUPOBAHHBIE HA CEPBUCH], UMEKT TOJIbKO YeThIpe II0JIg, BMECTO
IISITH T0JIeU B Qpaiiie pam.conf: mosie UMeHU cepBHca OIyIleHo. TakuM 06pa3oM, BMeCTO IpuMepa
cTpoku ¢aryia pam.conf W3 IpempIAyIero paspesa IIOIYYUTCI CAeAyoIias CTpoka B dariie
/etc/pam.d/login:

auth required pam_nologin.so no_warn

Kak ciemgcTBUe TakKOro YHPOH_IéHHOI‘O CHHTAKCHCa, BO3MOXHO HCIIOJIb30BaHHE OJHHX H TeX XKe
IIOJIMTHUK VIS HECKOJIBKHUX CEPBHCOB, CBA3BIBAs Ka’Kaoe MM CepBHCA C TEM K€ CaMbIM (l)afIJIOM
OJIUTHUK. K IIpuMepPy, A HCIIOJIb30OBaHHA TOM >Ke CaMOU ITOJIUTHUKU oJId CEPBHUCOB SU U sudo,
MOJKHO CIaeJsaTh CIeayroIiiee:

# cd /etc/pam.d
# 1n -s su sudo

JTo paboTaeT, IOTOMY YTO MM CepBHCa OIIpefiessieTcs UMeHeM Qaiisa, a He ero yKa3aHHUEM B
¢aiiyie MOJIUTUKH, TaK YTO OOUH U TOT >Ke (Qailyl MOXKET HCIOJIb30BaTHCS [JISI HECKOJIBbKUX
CEepPBUCOB C pa3HbIMU Ha3BaHUSIMU.

Tak Kak IIOJIMTHKA KaK/[0ro CepBHCAa XPAaHUTCS B OTHeJbHOM ¢ariie, TO MeXaHU3M pam.d fejaeT
YCTaHOBKY JOIIOJTHUTEJbHBIX ITOJIMTUK I IIPOTPaMMHBIX ITaKEeTOB CTOPOHHUX pa3paboTYMKOB
OYeHb JIETKOM 3aZjayuel.
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19. IlopAaoK moucKa MMOJIUTHK

Kaxk BBl BH/I€JIHX BBIIIIE, IIOJTUTHUKHX PAM MOTYT HaXOOUTHCA B HECKOJIBKUX MeECTax. Yo GY,ZLGT, eciix
IIOJIMTHUKH [JId OMHOI'O M TOI'O 2Ke CepBHCa UMEITCA B pa3HbBIX MecTax?

Heo6X0/I1MO 0CO3HATH, UTO CUCTeMa KoHUTrypariuy PAM opreHTHpOBaHa Ha I[eII0YKH.

20. CTpyKTypa CTPOKU HACTPOUKH

Kak 3ato o6bsicHeHO B Paiiyibl nmomuTuk PAM, Kakpgas CTpoka ¢aiina /etc/pam.conf cocTOUT U3
YeThIpEX MWIM OOJIBIIIEr0 KOJMYecTBA IIOJIeM: MMEeHM CepBHCa, HMEHH IIO[CHCTEMEL,
yIIpaBJsimoIlero ¢gJara, MIMeHHU MOJYJII U IOIIOJTHUTEIbHBIX ITapaMeTPOB MOAYJIS, KOTOPble MOTYT
OTCYTCTBOBATh.

NMs cepBuca OOBIYHO (XOTS He BCeIzia) SIBJISIETCS MMeHeM IIPHJIOKeHHs, KOTOpOoe 3TOT CepBHC
obcayxuBaeT. Ecoin BB He yBepeHBI, 0o0paTuUTech K [JOKyMEHTAllUM II0 KOHKPETHOMY
IIPUJIOKEHHUIO JJIS1 OIIpe/ie/IeHHs UCII0JIb3yeMOIo UMeHHU CepBHCa.

3aMeThTe, YTO eCJIM BBl UCIIOJIb3yeTe /etc/pam.d/ BMecTo /etc/pam.conf, To UMs cepBHCa 3a/[aeTCs
uMeHeM ¢aiyla IIOJIMTUKH, U OIyCKAaeTCd M3 CTPOK HACTPOMKH, KOTOPhle B TaKOM CjIydae
Ha4YMHAKTCS C Ha3BaHUS IIOJ[CUCTEMEI.

NMsa 110JICHCTEeMBI apencraBJsi€T coboit OOIHO H3 quBIpéX KJVIIOUEBBIX CJ/IOB, OIIMCaHHBLIX B
[TogcucTeMbl U IIPUMHUTHBBEI.

TouyHO Tak’Ke yIpaBJIAIIUNA ¢Jiar ABJILeTCI OJHUM U3 YeThIPEX KIHUEBbIX CJI0B, OIIMCAHHBIX B
[leroyky ¥ IOJUTHUKH, B KOTOPOM pacCKasaHO, KaK HMHTePIIPeTHPOBATh BO3BpAIllaeMBIM M3
Moaysd Kox. B Linux-PAM mopjep)KuBaeTcsd aJbTePHATHBHBIM CUHTAKCHUC, KOTOPBIA I103BOJISET
yKasaTh [eMCTBHUE, CBA3aHHOM C KaXKABIM BO3MOXKHBIM KOZOM BO3BpaTa, HO 3TOr0 CJeAyeT
n3beraTh, TaK KaK OH He gBJIIeTCA CTaHZAPTHBIM U TeCHO CBS3aH CO CIIOCOO0M AMCIIeTYepU3aliuu
BBI30BOB CepBUCOB B Linux-PAM (a OH 3Ha4YUTeJLHO OTJIMYAeTCA OT CII0co0a B3aUMO/IEMCTBUS B
Solaris™ u OpenPAM). He BrI3hIBaeT yAuBIeHUA TOT GaKT, 4To B OpenPAM 3TOT CHMHTaKCHUC He
MO/IeP>KUBaeTCs.

21. ITostmTuKH

JlJ11 KOppeKTHOM HacTpoMkKu PAM He0oOXOAHMMO IIOHHMMAaTh, KaK IIPOMCXOLUT HHTepIIpeTalius
IIOJIUTHK.

B MOMeHT, Korja IIpUIoKeHHe BbI3bIBaeT QYHKITUI0 pam_start(3), 6ubsmoreka PAM 3arpyskaer
TIOJIUTUKY /Il YKa3aHHOIO CepBHCa U BBICTPaMBaeT YeThIpe IIeIIOYKU MOAYJEN (110 OJAHOM A
KaKoM mojcucTeMsl). ECii oHa WM 60JIblllee KOJIMYECTBO ITUX IIeII0YeK SBJSIOTCA ITYCTHIMU,
TO OYAYT BBIIIOJHATBLCSA IIOJCTAHOBKU COOTBETCTBYIOIIUX I[elI0YeK U3 IIOJIUTHUKU I CepBHCa
other.

Korma saTeM IIpUJIO)KeHHe BBISBIBA€T OJHY M3 IIIeCTH IIPUMHUTHUBOB PAM, 6ubimoreka PAM
BBIJeJIeT U3 I[eII0YKH HY>KHYIO II0/ICUCTEMY U BBI3BIBaeT QYHKIIHUIO, COOTBETCTBYIOIIIYIO CEPBHICY,
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B Ka)KZIOM MO/yJjle, IIepedyrcJIeHHOM B IIelIoUKe, B TOM IIOPsiiKe, B KAKOM OHU IIepeuuc/IeHbl B
koH$uUrypanuu. Ilocae KaXkoro oopaieHus K QyHKITUM cepBHca, THUII MOAYJIS XU BO3BPAIlléHHBIN
U3 3TOM QYHKIIMHU KOJ] pe3yIbTaTa BBIIIOJHEHUS UCIIOIb3YIOTCS JIJI1 TOTO, UTO JieIaTh Jajblie. 3a
HEeKOTOPBIMH HUCKIIOUeHUSIMU, KOTOPbIe 6YyT OIHCcAaHbI HIDKe, IIPUMeHsIeTcs TaKast TabIua:

Tabauua 1. CeooHas madbauya ompabomku yenouek PAM

PAM_SUCCESS PAM_IGNORE other
binding if (Ifail) break; - fail = true;
required - - fail = true;
requisite - - fail = true; break;
sufficient if (Mfail) break; - -

optional - - .

Eciu mepeMeHHas fail IpHHMMaeT HCTUHHOe 3HaUYeHHe B KOHIle 0TPab0TKHU LeII0YKH, WX KOT/a
OOCTUTHYT "break”, mucrierdep BO3BpalljaeT KOJ OIIMOKHM, BO3BPAIEHHBLIU IIEPBBIM MOJYJIEM,
0TpaboTaBIIMM HeyZa4yHo. B IpoTUBHOM ciiydae Bo3Bparaercs PAM_SUCCESS.

[IepBbIM HCKJIHYEHUEM SBJILETCSI TO, UTO Kox oIu6ku PAM_NEW_AUTHTOK_REQD mHTepIipeTHpyeTCcs
KaK YCIIEIIHBIN pe3yJbTaT, KpoMe cjaydas, KOorja MOAYJIb O0TpaboTas yCIIeIlHO, U II0 KpalHeu
Mepe oguH Mopyyab Bo3BparTmi PAM_NEW_AUTHTOK_REQD, Torma mucrieTyep BO3BPATHUT pe3yabTaT
PAM_NEW_AUTHTOK_REQD.

BTOpBIM HCKIIIIOUEeHUEM $SBJIIEeTCI TO, 4YTO pam_setcred(3) cudTaeT, 4TO MOAYAU binding u
sufficient 9BJISIOTCS paBHO3HaYHBIMU required.

TperbM U TIOCIESHUM MCKJIIUYEHHEM ABJAeTCd TO, 4YTO ¢yHKOuUg pam_chauthtok(3)
oTpabaThIBaeT IIOJIHYIO [IEII0UKY ABaKAbl (OAUH pas JIsd IIpefBapUTeIbHBIX IIPOBEPOK, U eIllé pas
IUI peajIbHOTO 3aJlaHud I1apo0Jisd), U Ha IIOATOTOBUTEILHOU (pa3e OHa CUHUTAET, YTO MOAYJIH binding
U sufficient ABJISAIOTCS paBHO3HAUYHBIMU required.

22. Moagyinu PAM Bo FreeBSD

22.1. pam_deny(8)

Mopayab pam_deny(8) SBJISeTCS OJHUM W3 MPOCTEUINHNX NOCTYITHBIX MOMyJIeM; Ha JIr060M 3aIpoc
OH BoO3Bpaiaetr pesyabTaT PAM_AUTH_ERR. OH mosieseH [ig OBICTPOrO OTKJ/IFOUEHHS CepBHCA
(mobaBbTe ero Ha BepX Ka’K/I0M I[IeII0YKH) WIN 3aBepIIeHUs I1elloueK MoayJier sufficient.

22.2. pam_echo(8)

Mopyss pam_echo(8) mpocTro mepefaéT CBOM IIapaMeTpbl B (QYHKIIUIO B3aUMOJEMCTBUSA KakK
coob1rernmre PAM_TEXT_INFO. B ocHOBHOM I10JIe3HA [JI OTJIaJKH, HO TaKyKe MOYKEeT MCII0JIb30BaThCs
U1 BBIBOZA cOo06OIeHHUM, Takux Kak "Unauthorized access will be prosecuted” mo 3amycka
IIpoLeAypPhl ayTeEHTUPUKAITUH.
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22.3. pam_exec(8)

Mopysnb pam_exec(8) BOCIPUHUMAET II€PBBIM IlepeJlaHHBIM eMy ITapaMeTp KaK UMsI IIPOTpaMMBbI
IJI1 BBIIIOJTHEHUs, a OCTaJbHble apryMeHThl IIepefaloTcs 3TOH IHporpaMMe B KauecTBe
ImapamMeTpoB KOMaHAHOM CTPOKHU. OFHUM U3 BO3MOXKHBIX TPUMEHEHHUH SBJISIETC €ro
HUCII0JIb30BaHUE /IS 3allycka B MOMEHT PerucTpaliid B CHUCTeMe IIPOrpaMMbl MOHTHPOBaHUS
JIOMAaIITHEeTo KaTaJjora I10Ib30BaTeJIsl.

22.4. pam_ftpusers(8)

Mogyab pam_ftpusers(8)

22.5. pam_group(8)

MopyJb pam_group(8) IpuHUMaeT WKW OTBepraeT allll/IMKaHTOB B 3aBUCUMOCTH OT UX YJIEHCTBA
B OIIpeJieIEHHOU (aioBoi rpyime (00b194HO wheel g su(1)). B rmepByro ouepezs IpefHasHadyeH
IJI COXpaHeHHUs TPaJUIIMOHHOIO I0BeJeHUs YTUIUTHL BSD su(l), X0Td MMeeT U MHOIO JPYTHUX
IIPUMeHeHUH, TaKUX KaK OTK/IIOUYeHHe OIIpe[e/IEHHBIX I'PYIII II0Ib30BaTesled 0T HeKOTOPOIo
cepBHCa.

22.6. pam_guest(8)

Mopynp pam_guest(8) II103BOJIsIeT OCYIIeCTBJIATH TOCTeBble BXOABI C HUCIIOJIb30BaHUEM
OUKCUpPOBAaHHBIX UMEH BXOZa B CHUCTeMy. Ha maposib MOTYT HaKJIaIbIBaThCSI PasIUUHbIe
OTPaHUYEHUS, ONHAKO [IeMCTBHUEM II0 YMOJYaHWI0 $BJISeTCS BBOJ JIHOO0ro IapoJisi IIpU
HUCII0JIb30BaHUU HMEHHU, COOTBETCTBYIOILETO TOCTEBOMY BXOAy. Mozayab pam_guest(8) MOXKHO
JIETKO HCII0JIb30BAaTh [JI peajlr3aliui aHOHUMHBIX BX00B Ha FTP.

22.7. pam_krb5(8)

Mopayab pam_krb5(8)

22.8. pam_ksu(8)

Mopayab pam_ksu(8)

22.9. pam_lastlog(8)

Mopyab pam_lastlog(8)

22.10. pam_login_access(8)
Mopysis pam_login_access(8) IIpefocTaBifgeT peaau3alMi0 MPUMUTHBA I YIIpaBJIEHUA

YUYETHBIMU 3aIlUCSIMU, KOTOPHIM BBOAUT B JeMCTBUEe OTpaHUYEHUs Ha BXOJ, 3aJlaBaeMble B
tabsmie login.access(5).
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22.11. pam_nologin(8)

Mogyab pam_nologin(8) oTBepraeT Jir06bie BX0/IbI He II0JIb30BaTeJIeM root, eCjIx CyIleCcTBYeT Gai
/[var/run/nologin. O06bI4HO 3TOT (Qamyn co3maérca yTuauToM shutdown(8), Korma [0
3aIUIaHUPOBAHHOTO 3aBepIlleHUs PaboThl CUCTEMBI OCTAaETCI MeHee IIATU MUHYT.

22.12. pam_opie(8)

Mopysis pam_opie(8) peaausyeT MeTo[; ayTeHTHQUKaAIUU opie(4). Cucrema opie(4) gBisgeTcs
MeXaHU3MOM paboThl 10 CXeMe 3aIpoC-0TBET, IIPX KOTOPOM OTBeT Ha Ka’K[bIM 3alIpoC SIBJISIETCS
IpsAMOM QYHKIIMeH OT 3alpoca U KJIYeBOM ¢pasbl, TaK YTO OTBET MOYKET OBITh JIETKO U
"BOBpeMs" BBIUMCJIEH JIIOOBIM, 3HAKIIMM KJIIOUEBYI0 ¢pasy, YTO U3baBJsieT 0T HEOOXOLUMOCTHU
IepenaBaTh IapoJb. KpoMme TOro, Tak Kak B opie(4) HUKOIZIa IIOBTOPHO He HCIIOJIL3YeTCs 3aIIpoc,
OTBeT Ha KOTOPBIM OBLI KOPPEKTHO IIOJIy4eH, 3Ta CXeMa SBJSIeTCS YCTOMYMUBOM K aTakaM,
OCHOBAHHLIM Ha IIOBTOpPE IeHICTBUM.

22.13. pam_opieaccess(8)

Mopgyabs pam_opieaccess(8) pmoIlosHsgeT MOZAyJAb pam_opie(8). Ero pabora 3akjwo4daeTca B
BBHIIIOJTHEHUM OTpaHUYEHUM, 3alaBaeMbIX ¢arioM opieaccess(5), KOTOPBIM OIIpefesiseT YCIOBHU,
IIpA KOTOPBIX I10JIb30BaTe/b, HOPMaJIbHO IIPOIIEIINN ayTeHTUGUKAIIUI0 II0CPeCTBOM opie(4),
MOKeT HCII0JIb30BaTh aJibTepHaTUBHBbIE MeTOAbl. Yallle BCero OH HCIIOJNb3yeTCsd I 3allpeTa
HUCII0JIb30BaHUA ayTeHTUQUKAIIMY Ha OCHOBE I1apoJjIel C HeIIpOBePeHHBIX XOCTOB.

Ana 3@ PeKTUBHOCTH MOAYJIb pam_opieaccess(8) LO/DKeH OBITH OIIpefiesIéH B IlelloUKe auth Kak
requisite cpasy ske mocsie 3amucu sufficient miIst pam_opie(8), HO Iepen JHOOBIMUA APYTUMU
MO/JIYJIAMHU.

22.14. pam_passwdqc(8)

Mopyab pam_passwdqc(8)

22.15. pam_permit(8)

Mogyab pam_permit(8) gaBgeTcsa OJHUM K3 CaMbIX IIPOCTBIM K3 MMEIOIUXCS; Ha JIH00H 3a1poc
oH oTBeuaeT PAM_SUCCESS. OH 10/1e3eH B KaueCTBe 3aMeHBI IIYCTOI'0 MeCTa JJId CEPBHCOB, KOTJa
O/1HA HUJIU 60JIbIIIee KOJIMYECTBO I[eII0UeK B IIPOTUBHOM CJIy4ae OCTAHYTCS IIYCThIMU.

22.16. pam_radius(8)

Mogyab pam_radius(8)

22.17. pam_rhosts(8)

Mopyab pam_rhosts(8)
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22.18. pam_rootok(8)

MopayJis pam_rootok(8) BosBpallfaeT IOJ0KUTeJIbHBINM pe3yJlIbTaT B TOM M TOJIBKO B TOM CJIydae,
eC/Id peaIbHBIN id I10JIb30BaTeJ I IIPOLiecca, ero BEI3BaBIIIero (IIpe/IiojaraeTcs, YTo ero 3alrycKaeT
alIuIMKaHT) paBeH 0. 9TO II0JIE3HO I HeceTeBBIX CEPBUCOB, TAKUX Kak su(l) mau passwd(l), K
KOTOPBIM I10JIb30BaTeJIb root Jo/DKeH UMeTh aBTOMATHYeCKHM JOCTYIL.

22.19. pam_securetty(8)

Mopaysab pam_securetty(8)

22.20. pam_self(8)

Mopyab pam_self(8) BosBpaljaeT II0JI0KUTeIbHBIN Pe3yIbTaT TOI/A KU TOJIBKO TOI/a, KOIja UMeHa
aIlIIMKaHTa COOTBETCTBYIOT IleJIeBOM YUETHOM 3alMUCH. bBoJibIllle BCEro 3TO IIPUTOJUTCI B
HeceTeBBbIX CepBHCAX, TAKUX Kak su(l), B KOTOPBIX UAEHTUQUKAIIUAA allllVIMKaHTa MO>KeT OBITH C
JIETKOCTBIO IIPOBEPeHa.

22.21. pam_ssh(8)

Mopysib pam_ssh(8) IpemocTaBiisgeT KaK CepBUC ayTeHTUQUKAIIUM, TaK M ceaHca. CepBHC
ayTeHTUQUKAIIUU II03BOJIAET I10JIb30BaTe/IIM, UMEIOIUM CeKpeTHbIe KI4YU SSH, 3aluiéHHble
IIapojiiMH, B CBOMX KaTajorax -~/.ssh, ayTeHTHUQUIIMPOBATHCH IIOCPEACTBOM 3THUX IIapOJIei.
CeaHCOBBIH CepBHUC 3allyckaeT ssh-agent(l) U 3arpyskaeT KJIHOUH, KOTOpbIe OBIIU pacliupoBaHbI
Ha Qase ayrTeHTUOUKAIIUU. Takasg BO3MOKHOCTbh, B YaCTHOCTH, I10JIe3HA /I JIOKAJIbHBIX BXO/I0B B
CHUCTeMy, KaK B cucrteMy X (rmocpezctBoM xdm(1l) uau aApyroro X-MeHe/Kepa BXOZ0B, YMEIIIETO
paboTtaTth ¢ PAM), TaKk ¥ Ha KOHCOJIb.

22.22. pam_tacplus(8)

Mopnyab pam_tacplus(8)

22.23. pam_unix(8)

Mogyab pam_unix(8) peajrsyeT TPagUIIMOHHYI0 ayTeHTHQUKani UNIX® Ha OCHOBe IIapoJiel,
UCIIOJIB3YIINYI QYHKIIUI0 getpwnam(3) g II0JIydeHUs IapoJisd IiejleBOM yYETHOM 3aIluCcu U
CPaBHUBAKIIYI0 €€ C TeM, UTO IIpe/ACTaBUJ aIllIMKAaHT. OH Tak)Ke IIpefoCTaBJIIeT CpefcTBa
yHOpaBJeHUs YUETHBIMU 3alIUCIAMU (0TC/IeKMBast BpeMs [eliCTBUS YUETHOU 3allMCU U I1apoJjsd) U
CMeHBI I1aposieil. HaBepHOe, 3TO caMbIt I10JIe3HBIN MOAYJIb, TaK KaK I10/iaBJIsAI0Iee 60JIbIITMHCTBO
aIMUHUCTPATOPOB XOTAT COXPaHUTL UCTOPHUECKU CIIOKHUBIIIeeCd IIOBefleHHMe 110 KpaliHell Mepe
HEeKOTOPHIX CEPBUCOB.
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23. IIporpaMmMHupoOBaHue IMPUI0KEHHUH C
PAM

IJTOT pasfeJI elé He HAIIKCAH.

24. ITporpaMmmupoBaHue Mozaysisa PAM

ITOT pa3sfiesI eIlé He HAIIKCaH.

ITpuinoskeHnue A: IlIpumep PAM-IIpHI0KeHUs

Jlasiee ciefyeT MUHUMaJIbHAs peajlrsaliys IIporpaMmel su(l) ¢ ucrnosb3oBaHueM PAM. 3aMeThbTe,
UTO B Hel UCHoJab3yeTcd creruouuHass miIgd OpenPAM  QyHKIIUS B3auUMOJIeHCTBUSI
openpam_ttyconv(3), o6'bsIBJIeHHEe KOTOPOM pacIioyioKeHOo B ¢aiiyie security/openpam.h. Eciu BbI
cobupaeTeCh CTPOUTH 9TO IIPUJIOKEHUE B CUCTEMe C Apyroi 6ubimorekor PAM, BaM He06X0AMO
OyzmeT co3jaTh COOCTBEHHYI0 QYHKIIMIO B3aUMO/IeHcTBUS. HaléKHYI0 QYHKITUIO B3aUMOJeMCTBUS
HEO)KHU/IAaHHO TPYJHO HamucaTh; Ta, YTO HaXOAUTcA B [Ipumep QyHKIUM B3auMopelcTBUS PAM,
XOpoIlla B Ka4eCTBe OTIIPaBHOM TOYKH, HO B PeaJIbHBIX IIPUJIOKEHHUSIX UCII0JI30BaThCI HE MOJKET.

~
I>(-

Copyright (c) 2002,2003 Networks Associates Technology, Inc.
All rights reserved.

This software was developed for the FreeBSD Project by ThinkSec AS and
Network Associates Laboratories, the Security Research Division of
Network Associates, Inc. under DARPA/SPAWAR contract N66001-01-C-8035
("CBOSS"), as part of the DARPA CHATS research program.

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. The name of the author may not be used to endorse or promote
products derived from this software without specific prior written
permission.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS ‘‘AS IS'' AND

ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
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* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
* LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
* QUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.

*

*

$P4: //depot/projects/openpam/bin/su/su.c#10 $
* $FreeBSD: head/en_US.I1S08859-1/articles/pam/su.c 38826 2012-05-17 19:12:14Z hrs §
*/

#include <sys/param.h>
#include <sys/wait.h>

#include <err.h>

#include <pwd.h>

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <syslog.h>
#include <unistd.h>

#include <security/pam_appl.h>
#include <security/openpam.h> /* for openpam_ttyconv() */

extern char **environ;

static pam_handle_t *pamh;
static struct pam_conv pamc;

static void
usage(void)

{

fprintf(stderr, "Usage: su [login [args]]\n");
exit(1);
}

int
main(int argc, char *argv[])
{
char hostname[MAXHOSTNAMELEN];
const char *user, *tty;
char **args, **pam_envlist, **pam_env;
struct passwd *pwd;
int o, pam_err, status;
pid_t pid;

while ((o = getopt(argc, argv, "h")) != -1)
switch (o) {
case 'h':
default:
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usage();

}

argc -= optind;
argv += optind;

if (arge > 0) {
user = *arqv;
--argc;
++arqy;

} else {
user = "root";

}

/* initialize PAM */
pamc.conv = &openpam_ttyconv;
pam_start("su", user, &pamc, &pamh);

/* set some items */

gethostname(hostname, sizeof(hostname));

if ((pam_err = pam_set_item(pamh, PAM_RHOST, hostname)) != PAM_SUCCESS)
goto pamerr;

user = getlogin();

if ((pam_err = pam_set_item(pamh, PAM_RUSER, user)) != PAM_SUCCESS)
goto pamerr;

tty = ttyname(STDERR_FILENO);

if ((pam_err = pam_set_item(pamh, PAM_TTY, tty)) != PAM_SUCCESS)
goto pamerr;

/* authenticate the applicant */
if ((pam_err = pam_authenticate(pamh, @)) != PAM_SUCCESS)
goto pamerr;
if ((pam_err = pam_acct_mgmt(pamh, @)) == PAM_NEW_AUTHTOK_REQD)
pam_err = pam_chauthtok(pamh, PAM_CHANGE_EXPIRED_AUTHTOK);
if (pam_err != PAM_SUCCESS)
goto pamerr;

/* establish the requested credentials */
if ((pam_err = pam_setcred(pamh, PAM_ESTABLISH_CRED)) != PAM_SUCCESS)
goto pamerr;

/* authentication succeeded; open a session */
if ((pam_err = pam_open_session(pamh, @)) != PAM_SUCCESS)
goto pamerr;

/* get mapped user name; PAM may have changed it */

pam_err = pam_get_item(pamh, PAM_USER, (const void **)&user);

if (pam_err != PAM_SUCCESS || (pwd = getpwnam(user)) == NULL)
goto pamerr;

/* export PAM environment */



if ((pam_envlist = pam_getenvlist(pamh)) != NULL) {
for (pam_env = pam_envlist; *pam_env != NULL; ++pam_env) {
putenv(*pam_env);
free(*pam_env);
}
free(pam_envlist);

}

/* build argument list */

if ((args = calloc(argc + 2, sizeof *args)) == NULL) {
warn("calloc()");
goto err;

}

*args = pwd->pw_shell;

memcpy(args + 1, argv, argc * sizeof *args);

/* fork and exec */
switch ((pid = fork())) {

case -1:
warn("fork()");
goto err;

case 0:

/* child: give up privs and start a shell */

/* set uid and groups */

if (initgroups(pwd->pw_name, pwd->pw_gid) == -1) {
warn("initgroups()");
_exit(1);

}

if (setgid(pwd->pw_gid) == -1) {
warn("setgid()");
_exit(1);

}

if (setuid(pwd->pw_uid) == -1) {
warn("setuid()");
_exit(1);

}

execve(*args, args, environ);

warn("execve()");

_exit(1);

default:
/* parent: wait for child to exit */
waitpid(pid, &status, 0);

/* close the session and release PAM resources */
pam_err = pam_close_session(pamh, 0);

pam_end(pamh, pam_err);

exit(WEXITSTATUS(status));



pamerr:

fprintf(stderr, "Sorry\n");

err.

pam_end(pamh, pam_err);
exit(1);

ITpnioxkeHnue B: IIpumep PAM-Moayis

Jlajsiee IpuBeleHa MUHUMAaJIbHAsA peaarsariysd pam_unix(8), mpemocTaBiIAroIas TOJIBKO CEPBUCHI
ayTeHTUPUKaU. OHa J0/DKHA CTPOUTHCSI U paboTaTh C 60JIBIIIMHCTBOM U3 peanusanuii PAM, HO
HUCII0JIb3yeT BO3MOXKHOCTH paciuupeHu OpenPAM,
UCII0JIb30BaHUe QyHKIUU pam_get authtok(3), koTopas KapZUHaJIbHO YIIPOIlaeT OpraHU3aI[UIo

€CJIM OHM IIPUCYTCTBYIOT:

BBO/ad ITapO0JId II0JIb30BaTEJIEM.

~
I*
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Copyright (c) 2002 Networks Associates Technology, Inc.
A1l rights reserved.

This software was developed for the FreeBSD Project by ThinkSec AS and
Network Associates Laboratories, the Security Research Division of
Network Associates, Inc. under DARPA/SPAWAR contract N66001-01-C-8035
("CBOSS"), as part of the DARPA CHATS research program.

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. The name of the author may not be used to endorse or promote
products derived from this software without specific prior written
permission.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS ‘‘AS IS'' AND

ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.
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* $P4: //depot/projects/openpam/modules/pam_unix/pam_unix.c#3 §$

* $FreeBSD: head/en_US.IS08859-1/articles/pam/pam_unix.c 38826 2012-05-17 19:12:14Z
hrs §

*/

#include <sys/param.h>

#include <pwd.h>

#include <stdlib.h>
#include <stdio.h>
#include <string.h>
#include <unistd.h>

#include <security/pam_modules.h>
#include <security/pam_appl.h>

#ifndef _OPENPAM
static char password_prompt[] = "Password:";
#endif

#ifndef PAM_EXTERN
#idefine PAM_EXTERN
#lendif

PAM_EXTERN int
pam_sm_authenticate(pam_handle_t *pamh, int flags,
int argc, const char *argv[])
{
#ifndef _OPENPAM
struct pam_conv *conv;
struct pam_message msg;
const struct pam_message *msgp;
struct pam_response *resp;
fendif
struct passwd *pwd;
const char *user;
char *crypt_password, *password;
int pam_err, retry;

/* identify user */

if ((pam_err = pam_get_user(pamh, &user, NULL)) != PAM_SUCCESS)
return (pam_err);

if ((pwd = getpwnam(user)) == NULL)
return (PAM_USER_UNKNOWN);

/* get password */
#ifndef _OPENPAM
pam_err = pam_get_item(pamh, PAM_CONV, (const void **)&conv);
if (pam_err != PAM_SUCCESS)
return (PAM_SYSTEM ERR);
msg.msg_style = PAM_PROMPT_ECHO_OFF;
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msg.msg = password_prompt;
msgp = &msg;
fendif
for (retry = 0; retry < 3; ++retry) {
#ifdef _OPENPAM
pam_err = pam_get_authtok(pamh, PAM_AUTHTOK,
(const char **)&password, NULL);

ffelse
resp = NULL;
pam_err = (*conv->conv)(1, &msgp, &resp, conv->appdata_ptr);
if (resp != NULL) {
if (pam_err == PAM_SUCCESS)
password = resp->resp;
else
free(resp->resp);
free(resp);
}
flendif
if (pam_err == PAM_SUCCESS)
break;
}

if (pam_err == PAM_CONV_ERR)
return (pam_err);

if (pam_err != PAM_SUCCESS)
return (PAM_AUTH_ERR);

/* compare passwords */
if (('pwd->pw_passwd[0] && (flags & PAM_DISALLOW_NULL_AUTHTOK)) ||
(crypt_password = crypt(password, pwd->pw_passwd)) == NULL ||
stremp(erypt_password, pwd->pw_passwd) != 0)
pam_err = PAM_AUTH_ERR;
else
pam_err = PAM_SUCCESS;
#ifndef _OPENPAM
free(password);
fendif
return (pam_err);

}

PAM_EXTERN 1int
pam_sm_setcred(pam_handle_t *pamh, int flags,
int argc, const char *argv[])

{

return (PAM_SUCCESS);
}

PAM_EXTERN 1int
pam_sm_acct_mgmt(pam_handle_t *pamh, int flags,
int argc, const char *argv[])

{



return (PAM_SUCCESS);
+

PAM_EXTERN int
pam_sm_open_session(pam_handle_t *pamh, int flags,
int argc, const char *argv[])

{

return (PAM_SUCCESS);
}

PAM_EXTERN int
pam_sm_close_session(pam_handle_t *pamh, int flags,
int argc, const char *argv[])

{

return (PAM_SUCCESS);
}

PAM_EXTERN 1int
pam_sm_chauthtok(pam_handle_t *pamh, int flags,
int argc, const char *argv[])

{

return (PAM_SERVICE_ERR);
}

#ifdef PAM_MODULE_ENTRY
PAM_MODULE_ENTRY("pam_unix");
fendif

IIpuinosxkenue C: IlIpumep QyHKIIUHU
B3auMoaenucTtsus PAM

DYHKIIMSI B3aUMOJENCTBUA, IIPUBOLUMAs HIDKe, SBJIAETCSI 3HAUWUTEJIbHO YIIPOIIEHHON Bepcuer
¢yHKIMM openpam_ttyconv(3) u3 OpenPAM. OHa OJTHOQYHKIIMOHAIbHA, U JO/DKHA ITOCIYKUTh
UCTOYHUKOM HJIeEX 0 TOM, KaK [TO0JDKHa cebd BeCTH (QYHKIIUSA B3aUMOZEMNCTBHUS, OAHAKO OHa
CJIMIIIKOM IIPOCTA IS peaibHBIX IIPUJIOKEHU M. /lake eciv BBl He UCII0NIb3yeTe OpenPAM, Mo)KeTe
CTPY3UTHh UCXOLHBIN KOJ ¥ UCIIOJIb30BATh openpam_ttyconv(3) B CBOMUX I1eJIsIX; Mbl HajieeMcsl, YTO
OHa [0CTaTOYHO Ha/éXHa B KadecTBe OQYHKIIUU [JII B3aUMOJENMCTBUS C TepMHUHaJIbHBIMU
yCTPOMCTBaAMU.

[o=
* Copyright (c) 2002 Networks Associates Technology, Inc.

* All rights reserved.
*
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https://man.freebsd.org/cgi/man.cgi?query=openpam_ttyconv&sektion=3&format=html
https://man.freebsd.org/cgi/man.cgi?query=openpam_ttyconv&sektion=3&format=html

This software was developed for the FreeBSD Project by ThinkSec AS and
Network Associates Laboratories, the Security Research Division of
Network Associates, Inc. under DARPA/SPAWAR contract N66001-01-C-8035
("CBOSS"), as part of the DARPA CHATS research program.

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. The name of the author may not be used to endorse or promote
products derived from this software without specific prior written
permission.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS ‘‘AS IS'' AND

ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

L R R R T I R R R T I R R R R R S G B N T I

$FreeBSD: head/en_US.IS08859-1/articles/pam/converse.c 38826 2012-05-17 19:12:142Z
hrs §
*/

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <unistd.h>

#include <security/pam_appl.h>

int
converse(int n, const struct pam_message **msg,
struct pam_response **resp, void *data)
{
struct pam_response *aresp;
char buf[PAM_MAX_RESP_SIZE];
int 1;

data = data;
if (n <=0 || n > PAM_MAX_NUM_MSG)
return (PAM_CONV_ERR);



if ((aresp = calloc(n, sizeof *aresp)) == NULL)
return (PAM_BUF _ERR);
for (i =0; i <n; ++1) {
aresp[i].resp_retcode = 0;
aresp[i].resp = NULL;
switch (msg[i]->msg_style) {
case PAM_PROMPT_ECHO_OFF:
aresp[i].resp = strdup(getpass(msg[i]->msq));
if (aresp[i].resp == NULL)
goto fail;
break;
case PAM_PROMPT_ECHO_ON:
fputs(msg[i]->msg, stderr);
if (fgets(buf, sizeof buf, stdin) == NULL)
goto fail;
aresp[i].resp = strdup(buf);
if (aresp[i].resp == NULL)
goto fail;
break;
case PAM_ERROR_MSG:
fputs(msg[i]->msg, stderr);
if (strlen(msg[i]->msg) > 0 &&
msg[i]->msg[strlen(msg[i]->msg) - 1] I= "\n')
fpute('\n", stderr);
break;
case PAM_TEXT _INFO:
fputs(msg[i]->msg, stdout);
if (strlen(msg[i]->msg) > 0 &&
msg[i]->msg[strlen(msg[i]->msg) - 1] != '\n')
fputc('\n", stdout);
break;
default:
goto fail;
}
}
*resp = aresp;
return (PAM_SUCCESS);
fail:
for (i =0; i <n; ++i) {
if (aresp[i].resp != NULL) {
memset(aresp[i].resp, @, strlen(aresp[i].resp));
free(aresp[i].resp);
}
}

memset(aresp, @, n * sizeof *aresp);
*resp = NULL;
return (PAM_CONV_ERR);
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Lectures complémentaires

Publications

Rendre les services de connexion indépendants des technologies d’authentification. Vipin Samar et
Charlie Lai. Sun Microsystems.

X/Open Single Sign-on Preliminary Specification. The Open Group. 1-85912-144-6. June 1997.

Pluggable Authentication Modules. Andrew G. Morgan. 1999-10-06.

Guides utilisateur

Administration de PAM. Sun Microsystems.

Page internet liées

La page d’'OpenPAM. Dag-Erling Smegrgrav. ThinkSec AS.
La page de Linux-PAM. Andrew G. Morgan.

La page de Solaris PAM. Sun Microsystems.
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http://www.sun.com/software/solaris/pam/pam.external.pdf
http://www.opengroup.org/pubs/catalog/p702.htm
http://www.kernel.org/pub/linux/libs/pam/pre/doc/current-draft.txt
http://www.sun.com/software/solaris/pam/pam.admin.pdf
http://openpam.sourceforge.net/
http://www.kernel.org/pub/linux/libs/pam/
http://wwws.sun.com/software/solaris/pam/
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