-- --

IEEE P1003.2 Draft 11.2 - September 1991

Copyright � 1991 by the Institute of Electrical and Electronics Engineers, Inc. 345 East 47th Street New York, NY 10017, USA All rights reserved as an unpublished work.

This is an unapproved and unpublished IEEE Standards Draft, subject to change. The publication, distribution, or copying of this draft, as well as all derivative works based on this draft, is expressly prohibited except as set forth below.

Permission is hereby granted for IEEE Standards Committee participants to reproduce this document for purposes of IEEE standardization activities only, and subject to the restrictions contained herein.

Permission is hereby also granted for member bodies and technical committees of ISO and IEC to reproduce this document for purposes of developing a national position, subject to the restrictions contained herein.

Permission is hereby also granted to the preceding entities to make limited copies of this document in an electronic form only for the stated activities.

The following restrictions apply to reproducing or transmitting the document in any form: 1) all copies or portions thereof must identify the document’s IEEE project number and draft number, and must be accompanied by this entire notice in a prominent location; 2) no portion of this document may be redistributed in any modified or abridged form without the prior approval of the IEEE Standards Department.

Other entities seeking permission to reproduce this document, or any portion thereof, for standardization or other activities, must contact the IEEE Standards Department for the appropriate license.

Use of information contained in this unapproved draft is at your own risk.

IEEE Standards Department Copyright and Permissions 445 Hoes Lane, P.O. Box 1331 Piscataway, NJ 08855-1331, USA +1 (908) 562-3800 +1 (908) 562-1571 [FAX]

-- --

233 B.3 C Binding for Shell Command Interface

234 B.3.0.1 C Binding for Shell Command Interface Rationale. (This subclause is

235 not a part of P1003.2)

236 The system () and popen () functions should not be used by programs that have set 237 user (or group) ID privileges, as defined in POSIX .1 {8}. The fork () and exec family 238 of functions [except execlp () and execvp()], also defined in POSIX .1 {8},should be 239 used instead. This prevents any unforeseen manipulation of the user’s environ- 240 ment that could cause execution of commands not anticipated by the calling 241 program.

242 If the original and ‘‘popen ()ed’’ processes both intend to read or write or read and 243 write a common file, and either will be using FILE -type C functions [fread (), 244 fwrite (), etc.], the rules in POSIX .1 {8}8.2.3 must be observed.

245 B.3.1 C Binding for Execute Command

246 Function: system ()

247 B.3.1.1 Synopsis

248 #include <stdlib.h>

249 int system(const char *command );

250 B.3.1.2 Description

251 This standard requires the system () function as described in the C Standard {7}.

252 The system () function shall execute the command specified by the string pointed 253 to by command . The environment of the executed command shall be as if a child 254 process were created using the POSIX .1 {8}fork () function, and the child process 255 invoked the sh utility (see 4.56) using the POSIX .1 {8}execl() function as follows:

256 execl(< shell path >, "sh", "-c", command , (char *)0);

257 where <shell path> is an unspecified pathname for the sh utility.

258 The system () function shall ignore the SIGINT and SIGQUIT signals, and block the 259 SIGCHLD signal, while waiting for the command to terminate. If this might cause 260 the application to miss a signal that would have killed it, then the application 261 should examine the return value from system () and take whatever action is 262 appropriate to the application if the command terminated due to receipt of a sig- 263 nal.

264 The system () function shall not affect the termination status of any child of the 265 calling processes other than the process(es) it itself creates.

266 The system () function shall not return until the child process has terminated.

Copyright � 1991 IEEE. All rights reserved. This is an unapproved IEEE Standards Draft, subject to change.

Part 2: SHELL AND UTILITIES P1003.2/D11.2

267 B.3.1.3 Returns

268 If command is NULL , the system () function shall return nonzero.

269 If command is not NULL , the system () function shall return the termination 270 status of the command language interpreter in the format specified by the wait- 271 pid () function in POSIX .1 {8}. The termination status of the command language 272 interpreter is as specified for the sh utility, except that if some error prevents the 273 command language interpreter from executing after the child process is created, 274 the return value from system () shall be as if the command language interpreter 275 had terminated using exit (127) or _exit (127). If a child process cannot be created, 276 or if the termination status for the command language interpreter cannot be 277 obtained, system () shall return - 1 and set errno to indicate the error.

278 B.3.1.4 Errors

279 The system () function may set errno values as described by fork () in POSIX .1 {8}.

280 B.3.1.5 Rationale. (This subclause is not a part of P1003.2)

281 The C Standard {7} specifies that when command is NULL , system () returns 282 nonzero if there is a command interpreter available and zero if one is not avail- 283 able. At first reading, it might appear that POSIX. 2 conflicts with this, since it 284 requires system (NULL ) to always return nonzero. There is no conflict, however. 285 A POSIX. 2 implementation must always have a command interpreter available, 286 and is nonconforming if none is present. It is therefore permissible for the sys- 287 tem () function on a POSIX. 2 system to implement the behavior specified by the 288 C Standard {7}as long as it is understood that the implementation is not POSIX. 2 289 conforming if system (NULL ) returns zero. 1

290 Note that, while system () must ignore SIGINT and SIGQUIT and block SIGCHLD 291 while waiting for the child to terminate, the handling of signals in the executed 292 command is as specified by fork () and exec. For example, if SIGINT is being 293 caught or is set to SIG_DFL when system () is called, then the child will be started 294 with SIGINT handling set to SIG_DFL.

295 Ignoring SIGINT and SIGQUIT in the parent process prevents coordination prob- 296 lems (two processes reading from the same terminal, for example) when the exe- 297 cuted command ignores or catches one of the signals. It is also usually the correct 298 action when the user has given a command to the application to be executed syn- 299 chronously (as in the ‘‘!’’command in many interactive applications). In either 300 case, the signal should be delivered only to the child process, not to the applica- 301 tion itself. There is one situation where ignoring the signals might have less than 302 the desired effect. This is when the application uses system () to perform some 303 task invisible to the user. If the user typed the interrupt character (^C for exam- 304 ple) while system () is being used in this way, one would expect the application to 305 be killed, but only the executed command will be killed. Applications that use 306 system () in this way should carefully check the return status from system () to see 307 if the executed command was successful, and should take appropriate action 308 when the command fails.

Copyright � 1991 IEEE. All rights reserved. This is an unapproved IEEE Standards Draft, subject to change.

309 Blocking SIGCHLD while waiting for the child to terminate prevents the applica- 310 tion from catching the signal and obtaining status from system ()’s child process 311 before system () can get the status itself.

312 Examples, Usage

313 The context in which the utility is ultimately executed may differ from that in 314 which the system () function was called. For example, file descriptors that have 315 the FD_CLOEXEC flag set will be closed, and the process ID and parent process ID 316 will be different. Also, if the executed utility changes its environment variables or 317 its current working directory, that change will not be reflected in the caller’s 318 context.

319 Earlier drafts of this standard required, or allowed, system () to return with errno 320 [EINTR ] if it was interrupted with a signal. This error return was removed, and a 321 requirement that system () not return until the child has terminated was added. 322 This means that if a waitpid () call in system () exits with errno [EINTR ], system () 323 must re-issue the waitpid (). This change was made for two reasons:

324 (1) There is no way for an application to clean up if system () returns 325 [EINTR ], short of calling wait (), and that could have the undesirable 326 effect of returning status of children other than the one started by sys- 327 tem ().

328 (2) While it might require a change in some historical implementations, 329 those implementations already have to be changed because they use 330 wait () instead of waitpid ().

331 Note that if the application is catching SIGCHLD signals, it will receive such a sig- 1 332 nal before a successful system () call returns. 1

333 History of Decisions Made

334 The C Standard {7} requires that a call to system () with a NULL will return a 335 nonzero value, indicating the presence of a command language interpreter avail- 336 able to the system. It was explicitly decided that when command is NULL , sys- 337 tem () should not be required to check to make sure that the command language 338 interpreter actually exists with the correct mode, that there are enough processes 339 to execute it, etc. The call system (NULL ) could, theoretically, check for such prob- 340 lems as too many existing child processes, and return zero. However, it would be 341 inappropriate to return zero due to such a (presumably) transient condition. If 342 some condition exists that is not under the control of this application and that 343 would cause any system () call to fail, that system has been rendered nonconfor- 344 mant.

345 Modified in Draft 6 to reflect the availability of the waitpid () function in 346 POSIX .1 {8}. To conform to this standard, system () must use waitpid (), or some 347 similar function, instead of wait ().

348 Figure B-1 illustrates how system () might be implemented on a POSIX .1 {8}imple- 349 mentation.

Copyright � 1991 IEEE. All rights reserved. This is an unapproved IEEE Standards Draft, subject to change.

Part 2: SHELL AND UTILITIES P1003.2/D11.2

350 hhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhh 351 #include <signal.h>

352 int system(const char *cmd) 1 353 { 354 int stat; 355 pid_t pid; 356 struct sigaction sa, savintr, savequit; 357 sigset_t saveblock;

358 if (cmd == NULL) 359 return(1); 360 sa.sa_handler = SIG_IGN; 361 sigemptyset(&sa.sa_mask); 362 sa.sa_flags = 0; 363 sigemptyset(&savintr.sa_mask); 1 364 sigemptyset(&savequit.sa_mask); 1 365 sigaction(SIGINT , &sa, &savintr); 366 sigaction(SIGQUIT , &sa, &savequit); 367 sigaddset(&sa.sa_mask, SIGCHLD); 1 368 sigprocmask(SIG _BLOCK, &sa.sa_mask, &saveblock); 369 if ((pid = fork()) == 0) { 370 sigaction(SIGINT , &savintr, (struct sigaction *)0); 371 sigaction(SIGQUIT , &savequit, (struct sigaction *)0); 372 sigprocmask(SIG _SETMASK, &saveblock, (sigset_t *)0); 373 execl("/bin/sh", "sh", "-c", cmd, (char *)0); 374 _exit(127); 375 } 376 if (pid == -1) { 377 stat = -1; /* errno comes from fork() */ 378 } else { 379 while (waitpid(pid, &stat, 0) == -1) { 380 if (errno != EINTR) { 381 stat = -1; 382 break; 383 } 384 } 385 } 386 sigaction(SIGINT , &savintr, (struct sigaction *)0); 387 sigaction(SIGQUIT , &savequit, (struct sigaction *)0); 388 sigprocmask(SIG _SETMASK, &saveblock, (sigset_t *)0); 389 return(stat); 390 } 391 hhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhh

392 Figure B-1 - Sample system () Implementation

393 Note that, while a particular implementation of system () (such as the one above) 394 can assume a particular path for the shell, such a path is not necessarily valid on 395 another system. The above example is not portable, and is not intended to be. 396 There is no defined way for an application to find the specific path for the shell. 397 However, confstr () can provide a value for PATH that is guaranteed to find the sh

Copyright � 1991 IEEE. All rights reserved. This is an unapproved IEEE Standards Draft, subject to change.

398 utility.

399 One reviewer suggested that an implementation of system () might want to use an 400 environment variable such as SHELL to determine which command interpreter to 401 use. The supposed implementation would use the default command interpreter if 402 the one specified by the environment variable was not available. This would 403 allow a user, when using an application that prompts for command lines to be 404 processed using system (), to specify a different command interpreter. Such an 405 implementation is discouraged. If the alternate command interpreter did not fol- 406 low the command line syntax specified in POSIX. 2, then changing SHELL would 407 render system () nonconformant. This would affect applications that expected the 408 specified behavior from system (), and since this standard does not mention that 409 SHELL affects system (), the application would not know that it needed to unset 410 SHELL .

411 B.3.2 C Binding for Pipe Communications with Programs

412 Functions: popen (), pclose ()

413 B.3.2.1 Synopsis

414 #include <stdio.h>

415 FILE *popen(const char *command , const char *mode );

416 int pclose(FILE *stream );

417 B.3.2.2 Description

418 The popen () function shall execute the command specified by the string command . 419 It shall create a pipe between the calling program and the executed command, 420 and return a pointer to a C Standard {7}stream that can be used to either read 421 from or write to the pipe. The pclose () function shall close the stream, wait for 422 the command to terminate, and return the termination status from the command 423 language interpreter.

424 The environment of the executed command shall be as if a child process were 425 created within the popen () call using the fork () function, and the child invoked 426 the sh utility using the call:

427 execl( <shell path >, "sh", "-c", command , (char *)0);

428 where <shell path> is an unspecified pathname for the sh utility. However, 1 429 popen () shall ensure that any streams from previous popen () calls that remain 1 430 open in the parent process are closed in the new child process. 1

431 The mode argument to popen () is a string that specifies I/O mode:

432 (1) If mode is "r" , when the child process is started its file descriptor 433 STDOUT _FILENO shall be the writable end of the pipe, and the file 434 descriptor fileno (stream ) in the calling process, where stream is the 435 stream pointer returned by popen (), shall be the readable end of the pipe.

Copyright � 1991 IEEE. All rights reserved. This is an unapproved IEEE Standards Draft, subject to change.