-- --

IEEE P1003.0 Draft 13 - September 1991

Copyright � 1991 by the Institute of Electrical and Electronics Engineers, Inc. 345 East 47th Street New York, NY 10017, USA All rights reserved as an unpublished work.

This is an unapproved and unpublished IEEE Standards Draft, subject to change. The publication, distribution, or copying of this draft, as well as all derivative works based on this draft, is expressly prohibited except as set forth below.

Permission is hereby granted for IEEE Standards Committee participants to reproduce this document for purposes of IEEE standardization activities only, and subject to the restrictions contained herein.

Permission is hereby also granted for member bodies and technical committees of ISO and IEC to reproduce this document for purposes of developing a national position, subject to the restrictions contained herein.

Permission is hereby also granted to the preceding entities to make limited copies of this document in an electronic form only for the stated activities.

The following restrictions apply to reproducing or transmitting the document in any form: 1) all copies or portions thereof must identify the document’s IEEE project number and draft number, and must be accompanied by this entire notice in a prominent location; 2) no portion of this document may be redistributed in any modified or abridged form without the prior approval of the IEEE Standards Department.

Other entities seeking permission to reproduce this document, or any portion thereof, for standardization or other activities, must contact the IEEE Standards Department for the appropriate license.

Use of information contained in this unapproved draft is at your own risk.

IEEE Standards Department Copyright and Permissions 445 Hoes Lane, P.O. Box 1331 Piscataway, NJ 08855-1331, USA +1 (908) 562-3800 +1 (908) 562-1571 [FAX]

-- --

ENVIRONMENT INTERIM DOCUMENT P1003.0/D13

1059 5.4 Fault Management

1060 Responsibility: Rich Bergman

1061 The trade-offs in this subclause involve:

1062 — Testability and Verifiability vs. simplicity and time

1063 — Confidence and reliability vs. cost vs. risk

1064 — Downtime vs. availability

1065 — Maintainability vs. higher system cost

1066 These services allow the system to react to the loss or incorrect operation of sys- 1067 tem components at various levels (hardware, logical, services, etc.). The classical 1068 model of fault tolerance has a three-step approach. The three steps are fault 1069 detection, fault isolation, and fault recovery. Typically implementations divide 1070 these steps into multiple steps or integrate them into one or two steps. Addition- 1071 ally, fault diagnosis services support the other steps in the treatment of a fault.

1072 Various fault tolerance strategies, such as checkpointing and voting, are imple- 1073 mented as a collection of services comprising one or more of the steps in the fault 1074 tolerance classical model. For example, services involved in implementing a 1075 three-node voting scheme will include a vote comparator service (fault detection), 1076 vote analyzer service (fault isolation/fault diagnosis), a service to pass the major- 1077 ity ‘‘answer’’ through (fault recovery) as well as a service to disable the faulty 1078 resource and reconfigure the voters (fault recovery/reconfiguration).

1079 Fault Detection

1080 Fault detection services are concerned with determining when a fault has 1081 occurred in the system. Fault detection services are both passive and active. 1082 Active services are those that attempt to determine the status of various system 1083 components by testing those components. Passive services, on the other hand, try 1084 to ascertain system components by passively gathering information and watching 1085 the behavior of the system.

1086 Fault Isolation;

1087 Fault isolation services attempt to determine the component at fault and segre- 1088 gate the faulty component from the rest of the system. Services may be shared 1089 between the fault detection and isolation service library in that they perform both 1090 functions.

1091 Fault Recovery

1092 Fault recovery services attempt to bring the system into a consistent state. These 1093 services may be very interrelated to the scheduling services, network services, 1094 and data base services, depending on the recovery scheme used.

1095 Redundancy of resources is many times needed to support fault recovery. 1096 Resources may include data, process, processor, disk drive, etc.

Copyright � 1991 IEEE. All rights reserved. This is an unapproved IEEE Standards Draft, subject to change.

5.4 Fault Management 207

P1003.0/D13 GUIDE TO THE POSIX OPEN SYSTEMS

1097 As parts of the system fail, it may no longer be possible to satisfy all the require- 1098 ments of the application. Services to support graceful degradation may be used to 1099 ensure that critical activities do not fail.

1100 Fault Diagnosis

1101 These services deal with the system’s ability to analyze the attributes of a system 1102 fault and determine its cause. These services tend to be very interrelated with 1103 fault detection and fault isolation services.

1104 Fault Avoidance

1105 These services involve the avoidance of faults before a failure in the system com- 1106 ponent occurs. If a system can detect that the operation of a component is 1107 approaching the edge of its operational range, a standby or backup component 1108 could be phased in to replace it. Another form of fault avoidance is logging of 1109 shocks, temperature extremes, etc., so that it can be predicted that a component 1110 will not meet its original expected service life.

1111 Software Safety

1112 These services involve the system’s ability to keep application software from caus- 1113 ing harm to the system’s software, hardware, or user. For instance, a process 1114 may attempt to write into another process’s memory space without permission.

1115 A good example of a reliability method that may provide software safety is a 1116 bounds checker. The checker compares an answer supplied against the bounds. 1117 If it is not within the bounds, the bounds checker will not allow the answer to pro- 1118 pagate, possibly causing damage to the system’s integrity. Additionally, it may 1119 send a fault message (or security violation information, depending on the type of 1120 answers expected) to the proper service.

1121 To enhance software safety, other services and processes should be only given the 1122 resources necessary to complete their job.

1123 Status of System Components

1124 These services involve the obtrusive and nonobtrusive diagnosis of the state of 1125 system components. For further explanation of these services, see Fault Detec- 1126 tion and Fault Diagnosis services. These services may additionally need to record 1127 and/or display information concerning performance, configuration, and general 1128 system information.

1129 Reconfiguration

1130 These services allow the system to reconfigure its view of the world. This services 1131 allow the system to substitute different resources to perform system functions 1132 such as substituting a new physical I/O channel to support a logical channel. 1133 These services are part of the API but their use may be restricted to specially 1134 authorized programs such as those used by the target system operator.

Copyright � 1991 IEEE. All rights reserved. This is an unapproved IEEE Standards Draft, subject to change.

208 5 POSIX OSE Cross-Category Services

ENVIRONMENT INTERIM DOCUMENT P1003.0/D13

1135 Maintainability 1136 Maintainability services provide support for the maintenance of a system. A 1137 major component of that support is the collection and logging of information about 1138 the operation of the system. Typical information to be logged is: 1139 — Software and hardware errors during operation 1140 — Processes that failed or almost failed to meet scheduled deadlines 1141 — Performance metrics for system tuning 1142 — Times when the system operated in extreme environmental conditions 1143 — Errors reported during startup self-testing 1144 — Attempts to violate rules of the system’s security policy.

Copyright � 1991 IEEE. All rights reserved. This is an unapproved IEEE Standards Draft, subject to change.

5.4 Fault Management 209

P1003.0/D13

Section 6: Profiles

1 Responsibility: Fritz Schulz

2 This section targets those who want to know more about what profiles are and 3 those who are in the process of developing their own profiles. The latter group 4 consists of those developing formal ‘‘Standardized Profiles’’ and those developing 5 less formal profiles for their industry group (e.g., a banking trade association) or 6 their own company or enterprise for procurement or strategic planning purposes.

7 Those not involved in the development of profiles should read 6.2. Parts of 6.3 8 also may be useful, especially the earlier subclauses that give definitions of terms 9 and explain concepts more precisely.

10 Developers of profiles that are not formal POSIX Standardized Profiles (POSIX SPs) 11 should read all of Section 6.

12 Developers of profiles that are formal POSIX SPs should read all of Section 6 and 13 Annex A.

14 6.1 Scope

15 The information presented here about profiles is limited in scope to assist those 16 needing to understand profile concepts as they apply to the POSIX Open System 17 Environment. Covered are profiles constructed from standards (and profiles) 18 listed within this guide (that, by design, are consistent with POSIX. 1).

19 The goal is to create a common approach and documentation scope and style for 20 POSIX -oriented profiles. Annex A goes further by giving specific guidance to 21 developers of formal POSIX SPs.

22 6.2 Profile Concepts

23 Responsibility: Bob Gambrel

24 Introduction

25 This guide is designed to assist in the selection of standards in the procurement 26 process or as a target application environment. Profiles also assist in the selec- 27 tion of standards. A profile is a suite of base standards with specified options. 28 Profiles can be created by software developers to describe the environment they

Copyright � 1991 IEEE. All rights reserved. This is an unapproved IEEE Standards Draft, subject to change.

6.2 Profile Concepts 211