-- --

IEEE P1003.0 Draft 13 - September 1991

Copyright � 1991 by the Institute of Electrical and Electronics Engineers, Inc. 345 East 47th Street New York, NY 10017, USA All rights reserved as an unpublished work.

This is an unapproved and unpublished IEEE Standards Draft, subject to change. The publication, distribution, or copying of this draft, as well as all derivative works based on this draft, is expressly prohibited except as set forth below.

Permission is hereby granted for IEEE Standards Committee participants to reproduce this document for purposes of IEEE standardization activities only, and subject to the restrictions contained herein.

Permission is hereby also granted for member bodies and technical committees of ISO and IEC to reproduce this document for purposes of developing a national position, subject to the restrictions contained herein.

Permission is hereby also granted to the preceding entities to make limited copies of this document in an electronic form only for the stated activities.

The following restrictions apply to reproducing or transmitting the document in any form: 1) all copies or portions thereof must identify the document’s IEEE project number and draft number, and must be accompanied by this entire notice in a prominent location; 2) no portion of this document may be redistributed in any modified or abridged form without the prior approval of the IEEE Standards Department.

Other entities seeking permission to reproduce this document, or any portion thereof, for standardization or other activities, must contact the IEEE Standards Department for the appropriate license.

Use of information contained in this unapproved draft is at your own risk.

IEEE Standards Department Copyright and Permissions 445 Hoes Lane, P.O. Box 1331 Piscataway, NJ 08855-1331, USA +1 (908) 562-3800 +1 (908) 562-1571 [FAX]

-- --

824 5.3 Information System Management 825 Responsibility: Don Folland, Neil Croft D 826 DEF : The following is outline material as place-holder for more substantive text.

827 5.3.1 Overview and Rationale 828 The following issues should be addressed in subclauses 5.3.1 and/or 5.3.2: 829 — should support a variety of system management support scenarios (central 830 management, dispersed management, or hybrid) 831 — this section should address both distributed systems and standalone sys- 832 tems. 833 — could be applied to Application Software or software components of the 834 application platform. 835 — support automated management and operation of the IT infrastructure 836 — should address a wide variety of licensing scenarios

837 5.3.2 Scope 838 This category includes services and policies that address the administration of the 839 overall information system required by any organization, including: 840 — Information Management 841 — Processor Management (e.g., Add new user) 842 — Network Management 843 — Configuration Management 844 — Security Management (e.g., Authentication, Key Management) 845 — Accounting Management 846 — Performance Management 847 Administration services accessible from the API may have Programming 848 Language or Language Binding service specifications associated with them. 849 These services are defined to provide system and network administrator 850 portability.

Copyright � 1991 IEEE. All rights reserved. This is an unapproved IEEE Standards Draft, subject to change.

851 5.3.3 Reference Model

852 < Consistent with Draft 11 Section 3.0 >

853 5.3.4 Service Requirements

854 The following services are required:

855 5.3.4.1 Software Installation and Distribution D

856 The main types of software to be installed and distributed are application pro- D 857 grams developed in-house, bought-in applications, and utility software and per- D 858 sonal computer software packages. All software needs to be managed effectively D 859 from development or purchase through to the live environment. Unless the distri- D 860 bution and implementation process can be controlled automatically, or from the D 861 center using software tools, procedures must be in place to ensure that distributed D 862 software arrives when expected and is checked for authenticity in whatever way D 863 is practical, and that the software is brought into use when required. The main D 864 procedures involved in software distribution and installation are: D

865 — Central Software Control and Distribution (SC&D ) staff to inform remote D 866 staff when to expect distribution software to arrive. D

867 — Recipients to report to central SC&D staff when the distributed software D 868 has arrived successfully. D

869 — Central SC&D staff to check that all software is received as expected at D 870 locations. D

871 — Central SC&D staff to issue clear instructions about when the software is to D 872 be implemented. D

873 — Location staff to report to SC&D when the software has been implemented. D 874 The release record on the Configuration Management Database will state D 875 which installations are to receive the release. This database must be D 876 updated to reflect the receipt and implementation of the release at each D 877 site. D

878 5.3.4.2 License Services D

879 The terms and conditions relating to the supply of software may place legal res- D 880 trictions on the organization (e.g., no unauthorized copies to be made). It is par- D 881 ticularly important therefore that the Configuration Management Database is D 882 updated with details of who holds copies of software items. This assists the D 883 organization in discharging its legal obligations and assists auditors in checking D 884 for the existence of unauthorized copies. D

885 All authorized copies of licensed or purchased software that are made by SC&D D 886 staff must be allocated a unique copy number and recorded in the Configuration D 887 Management Database together with where they are located and who is responsi- D 888 ble for them. Procedural restrictions should be introduced to prohibit the D

Copyright � 1991 IEEE. All rights reserved. This is an unapproved IEEE Standards Draft, subject to change.

889 unauthorized copying of software, and regular software audits should include a D 890 check for any unauthorized copies. D

891 5.3.4.3 Print Output and Distribution Services D 892 Output and distribution packages control output production and distribution from D 893 the moment the output is planned to the time the user receives the print. The D 894 working criteria need to be set up first; e.g., define who receives the report and D 895 how much of the report the user gets. D 896 The main functions are D 897 — The report can be limited to parts wanted by the user. D 898 — Multiple copies of the entire report, or of selected sections can be produced. D 899 — Reports are grouped by recipient within delivery location. D 900 — Reports for each job are spooled as a group when the job is complete. D 901 — The number of whole reports and individual pages received by each user D 902 are recorded. D 903 — Report production can be monitored and managed efficiently. D 904 Output and Distribution packages should contain the following minimum charac- D 905 teristics: D 906 — Printing and distribution of whole and part reports D 907 — Status (queued, printing etc) of the report tracked D 908 — Online viewing of reports D 909 — Ability to archive report files D 910 — Ability to support a wide range of printers D 911 — Costing and charging functionality D 912 — Security facilities D 913 By using an output distribution package, the delivery of reports to the correct per- D 914 son at the correct location can be ensured. Paper, time, and IT resource are saved D 915 as the users receive only the parts of reports that they need, and can also view the D 916 reports online. The number of pages printed can be controlled. Reports can be D 917 tracked from the time they are created to the time they are delivered to the user, D 918 allowing good security monitoring. D

919 5.3.4.4 Office Media Management and Backup/Restore D 920 The main functions of magnetic tape and data cartridge management systems D 921 are: D 922 — To provide automated support for tape housekeeping and maintenance D 923 including: D

Copyright � 1991 IEEE. All rights reserved. This is an unapproved IEEE Standards Draft, subject to change.

924 g Allocating tapes and releasing them for reuse helping D

925 g To ensure even patterns of use where appropriate D

926 g Constructing and triggering cleaning schedules D

927 g Maintaining the security of data D

928 — To help automate archiving (vault management) for offsite storage D

929 — To help identify growth requirements D

930 Vault management is concerned with controlling the movement of tape cycles D 931 from one storage location to another. As a tape cycle is used, the tape manage- D 932 ment system automatically logs a different vault identifier against each tape. D

933 A backup strategy is required to control the frequency of backups and the way in D 934 which they are created; e.g., whole volumes to cartridge or individual files to tape. D

935 The backups and restores of system and application software should be separate D 936 from the backups and restores of data. Software and library backups should be D 937 explicitly scheduled and the complete software item or library backed up. The D 938 schedule for backing up files must be fully documented, properly maintained and D 939 adequately safeguarded as the contents of the schedule are required for disaster D 940 recovery purposes. D

941 5.3.4.5 Online Disk Management D

942 The operation of disk management systems requires that they take account of a D 943 range of factors such as retention period, recovery, space fragmentation, disk D 944 overflow, file and record activity levels, and channel use. Some systems merely D 945 report against values or thresholds set, but increasingly they invoke corrective D 946 action. Typically, the corrective action is file and disk reorganization or file and D 947 data archiving. D

948 If a disk management system is used, the constant monitoring and actioning of D 949 requests for disk space can be minimized. Disk space may be collectively pooled D 950 and unused space constantly reclaimed. D

951 5.3.4.6 Job Scheduling D

952 Scheduling involves the continuous organization of jobs and processes into the D 953 most efficient sequence, maximizing throughput and utilization to meet the tar- D 954 gets set in service level agreements (SLA). Jobs are scheduled to ensure: D

955 — SLAs and user requirements are met; e.g., certain jobs need to be run by a D 956 certain time D

957 — Available capacity is used effectively; e.g., the workload run at any given D 958 time does not exceed the practical capacity. D

959 The minimum functionality of a scheduler should include: D

Copyright � 1991 IEEE. All rights reserved. This is an unapproved IEEE Standards Draft, subject to change.

960 — A high upper limit for the number of relationships allowed between jobs D 961 — The ability to schedule by calendar and criteria D 962 — Workload balancing support D 963 — Levels of security D 964 — Ability to restart jobs D 965 — Operator override capability D 966 — Capability to model future workloads. D

967 5.3.4.7 Processor Configuration Management D 968 Configuration management consists of four basic functions: identification, con- D 969 trol, status accounting, and verification. D 970 Identification involves specifying and identifying all components of an IT infras- D 971 tructure. D 972 Control implies the ability to agree and ‘‘freeze’’ configuration items (CIs) and D 973 then to make changes only with agreement of the appropriate named authorities. D 974 Control is concerned with ensuring that none of the CIs shown is altered or D 975 replaced, and that no CIs are added without appropriate authorization. D 976 Status accounting involves the recording and reporting of all current and histori- D 977 cal data concerned with each CI. Status accounting maintains records of the D 978 current, previous and planned states and attributes of the CIs and tracks these D 979 states and attributes: for example, as the status of a CI changes from ‘‘develop- D 980 ment’’ through to ‘‘test,’’‘‘scheduled to go live,’’ ‘‘live,’’and through to ‘‘archived.’’ D 981 Verification consists of a series of reviews and audits to ensure that there is con- D 982 formity between all CIs and the authorized state of CIs as recorded in the D 983 configuration management database (CMDB ). It is concerned with checking that D 984 the physical CIs actually match the authorized system as described in the CMDB. D

985 5.3.4.8 Network Configuration Management D 986 To ensure the viability of network services the configuration of systems and ser- D 987 vices must be controlled and managed. Effective configuration management will D 988 produce a minimum risk environment. D 989 Configuration management procedures must ensure that details are provided for D 990 network equipment and systems covering: D 991 — Configuration activities—how to configure the network equipment D 992 — Security controls D 993 — Access controls D 994 — Configuration history log D

Copyright � 1991 IEEE. All rights reserved. This is an unapproved IEEE Standards Draft, subject to change.

995 — Configuration authority D 996 — Build details D 997 — Fall-back and test records D 998 — Management reporting requirements. D 999 5.3.4.9 Distributed System Configuration Management

1000 — authentication services for a distributed system environment 1001 — distributed Naming Service Configuration 1002 — distributed Time Service Configuration 1003 — X Window system configuration 1004 — Window/Session Manager configuration

1005 5.3.4.10 Accounting D 1006 An effective cost management system should: D 1007 — Provide assistance in developing a sound investment strategy which recog- D 1008 nizes and evaluates the options and flexibility available from modern tech- D 1009 nology. D 1010 — Provide targets for performance and measure that performance against tar- D 1011 gets. It should also enable management to monitor actual costs against D 1012 budget. D 1013 — Facilitate prioritization of resource usage. D 1014 — Ensure the sound stewardship of all the assets employed in the organiza- D 1015 tion, including the maintenance of appropriate records for control purposes. D 1016 — Assist management in their day to day decision making and enable them to D 1017 make considered decisions as regards forward plans with the minimum of D 1018 risk. D 1019 — Be flexible and capable of providing a fast response to changing business D 1020 circumstances. D 1021 The essential objectives of apportioning costs are to: D 1022 — Recover from users the full cost of (IT) services, including the cost of capital. D 1023 — Ensure that IT users are aware of the costs which they impose on the IT D 1024 systems. D 1025 — Ensure that IT providers have an incentive to deliver an agreed quality and D 1026 quantity of economic and effective service. D

Copyright � 1991 IEEE. All rights reserved. This is an unapproved IEEE Standards Draft, subject to change.

204 5 POSIX OSE Cross-Category Services

1027 5.3.4.11 Performance Management

1028 — ensure that users have satisfactory performance, workload throughput, and 1029 terminal response times in accordance with their service level agreements

1030 5.3.4.12 Capacity Management D

1031 An effective and efficient capacity management function contains at least the fol- D 1032 lowing elements: D

1033 — Performance management to monitor and optimize the use of current sys- D 1034 tems. D

1035 — A capacity management database that contains current and historic data of D 1036 technical and business related interest. This database forms the basis for D 1037 the provision of both tactical and strategic reports on performance and D 1038 capacity. D

1039 — Workload management to identify and understand the applications that D 1040 make use of the system. The understanding of workloads has both a techn- D 1041 ical and business related nature. This involves application sizing to accu- D 1042 rately predict the performance and required capacity of new applications. D

1043 — Capacity planning to accurately plan the required hardware resource and D 1044 associated cost for the future and to predict the effect on performance and D 1045 capacity of both tactical and strategic plans. D

1046 5.3.4.13 Availability Management

1047 — measures taken to ensure availability and reliability

1048 — automated or manual measures taken to recover a failed system

1049 5.3.4.14 Security Management

1050 — configuration of appropriate ACLs for System, User Interface, Storage, Net- 1051 work, and application software services.

1052 5.3.5 Standards, Specifications, and Gaps

1053 To be provided.

1054 5.3.6 OSE Cross-Category Services

1055 — Security for remote print jobs

Copyright � 1991 IEEE. All rights reserved. This is an unapproved IEEE Standards Draft, subject to change.

5.3 Information System Management 205

1056 5.3.7 Related Standards 1057 To be provided.

1058 5.3.8 Open Issues

Copyright � 1991 IEEE. All rights reserved. This is an unapproved IEEE Standards Draft, subject to change.

206 5 POSIX OSE Cross-Category Services

1059 5.4 Fault Management

1060 Responsibility: Rich Bergman

1061 The trade-offs in this subclause involve:

1062 — Testability and Verifiability vs. simplicity and time

1063 — Confidence and reliability vs. cost vs. risk

1064 — Downtime vs. availability

1065 — Maintainability vs. higher system cost

1066 These services allow the system to react to the loss or incorrect operation of sys- 1067 tem components at various levels (hardware, logical, services, etc.). The classical 1068 model of fault tolerance has a three-step approach. The three steps are fault 1069 detection, fault isolation, and fault recovery. Typically implementations divide 1070 these steps into multiple steps or integrate them into one or two steps. Addition- 1071 ally, fault diagnosis services support the other steps in the treatment of a fault.

1072 Various fault tolerance strategies, such as checkpointing and voting, are imple- 1073 mented as a collection of services comprising one or more of the steps in the fault 1074 tolerance classical model. For example, services involved in implementing a 1075 three-node voting scheme will include a vote comparator service (fault detection), 1076 vote analyzer service (fault isolation/fault diagnosis), a service to pass the major- 1077 ity ‘‘answer’’ through (fault recovery) as well as a service to disable the faulty 1078 resource and reconfigure the voters (fault recovery/reconfiguration).

1079 Fault Detection

1080 Fault detection services are concerned with determining when a fault has 1081 occurred in the system. Fault detection services are both passive and active. 1082 Active services are those that attempt to determine the status of various system 1083 components by testing those components. Passive services, on the other hand, try 1084 to ascertain system components by passively gathering information and watching 1085 the behavior of the system.

1086 Fault Isolation;

1087 Fault isolation services attempt to determine the component at fault and segre- 1088 gate the faulty component from the rest of the system. Services may be shared 1089 between the fault detection and isolation service library in that they perform both 1090 functions.

1091 Fault Recovery

1092 Fault recovery services attempt to bring the system into a consistent state. These 1093 services may be very interrelated to the scheduling services, network services, 1094 and data base services, depending on the recovery scheme used.

1095 Redundancy of resources is many times needed to support fault recovery. 1096 Resources may include data, process, processor, disk drive, etc.

Copyright � 1991 IEEE. All rights reserved. This is an unapproved IEEE Standards Draft, subject to change.

5.4 Fault Management 207