I1l. ANNEX - Test Vectors

All values are hexadecimal. This data does not imply or specify any interface convention. All
information is presented with the Most Significant Bit'Byte/Word to the left. X represents “don’t-

ko

care .

A SKIPJACK - CODEBOOK MODE

Plaintext input: 33221100ddccbbaa
Cryptovariable: 00998877665544332211

Intermediate steps:
—wl w2 wi wi

WO = O W ale L RO

3d

Ciphertext output; 2587cae27al2d300

33221100
bl040bat
e6BEIb4G
3c762475
4cdS47ee
b949820a
£0eiddsn
£9h9beS50
d79b5599
dde0lelb
be504¢c52
B20bT£51
c391f9c2
E20925FF
fA5665da
1a5e6949
dA7E£EEI30
ScO00452
9fdccc59
3173 1beh2
TafhTeld
7759bb15
fhedds5ec0
GETE1115
65a7deaa
45c0eDED
11153913
bbldBeeh
as523ibfe2
28140484
35eeebfl
ladceDee
253B7cael

ddccbbaa
1100ddce
Obafl1100
ibdalbaf
2d753b46
4T7ee2d’5
B20adTae
dd90820a
be50d4d90
820bbes0
c3D1820b
f209c391
fAsSef209
Iabefdhe
d7fBla%e
9REIATEE
530798A3
89905397
04928990
coh90492
beb2cch9
Teldbeb2
bBhl157e7d
45c0bhbl5
111545c0
BEb141115
a523ibbl4d
281da523
l15e=281d
ladciSee
25871adc
d3002587
TalZd30o
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B. Key Exchange Algorithm (KEA)

p=9dd4ceebd 42ea91cB 28467d49 94a9f01b 8e5b5b73 0d0faae? bd569d4d4l
91deladd 759cB053 3ledaldS 9fbStbel aBded716 652aBZbl TEeBZ2acd
63f5b78d 0b75alie b34d3igTd beTbl740 Bf72136a cbi879fe 6lc718a3
T£5154b5 07Ba7649 fb3dd4fbd c4B8lelld 62c5241f 229fasS80 423368dd
51090dbf 25351f0c 5800de0S b92babtal%

q=97adB5fd 2bi7ledD 638lBabld céeeBT73 4A%db0294

£=595d3443 ecB97cB2 S5le5fa9d 02abBb75 c0£fc57b0 969£8804 al6ealll
01912a0l 96bcb8lc 4lacB485 03lac598 bS48leae 2726bL719 dB8d499215a
61059734 7238B6clDa 6faz2c73iZc 46700434 1f54bf28 dl2d692d eZfalsfs
GeB98c2e 20bbEalf 02dblbal 7def7Zel b96d%ac? 2al88450 A34918c3
2ed71266 b78331lla OaBdl0Bac 487beadd

ra=6201dd56 237c228a 3fS54bcTe 794bdE32 4lcbtTeab

xa=6231%acd4 Tdeld51lB Oabd3Z2ic 5%edbb00 278led54

Ya=2d29ecdl 2e3497a6 7222dB8de bc2B6131 A149f458 1b3eS586d 0151024c
02e8b23d al%adile ZcaSedla 4b247725 62316edd 28044226 TBE2Bded
655cf546 10d43B£66 fablala2 e2d3ct6l 4401901d 97584566 722afflf
734bZadb d2b67£13 00ced55f 0096B8Bca¥ 91a87678 67363d7d 4%eeT4daz
Bdc349d9 fdfdb96b 01f0fclf 0690ec96

xb=63decdad 4487eb71 314ff4f5 lcfbael® 446b9b3d

rth=52bfald? 2flcflfb Df£645df 1S5fb74B3 l167eble’

Yb=7730d4bb flaZefdb 218e7041 3eB61020 l4cecl6c 205£5419 293b65ch
9a971e54 55eb7%al bdb20abi l4c5240e debtcfdd5 8cicl3c5 269d57df
f60b6lcl db2ff6d8 64beeS519 BT7E£27003 4bci90ad 73168209 5e4260Be
3a7987£9 649%fbf71 6B87633e b5ST4b3%c c73d4£899 Slfclbde d3BBId48
fe2244bB 2%afdd405 06ab9221 baS62c07

Computed by A:

Ra=97clfdBa 69fcB8f34 a74cVecl clabl76a b91falea dDe&b037 OD6ael7al
fofBd0at 67032ead 798082b8 caeaB2Tbh 4f604b71 ebc2d4469 211363ea
dbd2122f 4aabafb? 4857f£06 9db03701 Zb289057 b4855e70 fBf7acdf
92falfe? 6c2a%cB82 TBleebll lclfbdfT abeb9dc3 59aBfcal beiZefia
2af82e52 cla7f6ab alciblea fchb7fdlR

Computed by B:

Rb=91£61808 38£03d5b 6beb38ff 6elbfich 9dBatbbe ¢£199334 L389708b
bOcB848da B60f0£27 62cc94aB edd96fB8fc 94945538 cfe£1719 S57ceedfl
eZecalba ddb3d0da £f406e636 bbc6i6Be 4658fbf0 ladlcbef Sadbd086
42d03cec 4eB85920c Be7530bd e2b78chB Tcbaeibd 31ldel73c dilebaf2?
dB412932 B8550ddBc £33e03c2 laS056a0l
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Results for user A:

uab=1585dbba c06b9634 6efS5aile 5¢c40220b 76£e0528 660bella cd96dlch
0883baBe Saliiley celifeiB2 f4Tals3ic edctB26d fdbdcObsS E67aafd72
dba0ff6ef 2c0fad28 fcbl07al2 bf6fbife 22c5cad’ Tc9%bbfcd B882dadfs
4cc5T7980 cl74352f 13434623 celdf2dd l4a%=0fb 7a905fef 4ab2Bi2ds
e76eT03a 55dabb3g 27¢2979f (Beal8ch

tb=8032ebZc b67534a9 c5fafébe alebbefl deldifd48 cBebe2dd BEBO0Tebb
BE22H9f3 B7e0f50f aS5B6BbLES 29ff008d4 3ad55e%c 43i66badd acdl9%0ce
belaassf 34bET0BE 3calZldd 5630054 bBeTebZbbh ccc9127a 3603BECD
hefdfcedbh fF46bf538 B6cdalil 4dbdiadfe TZR82efed FfO9cldebh? le9fB9d6
2bd3icTed Tdl27719 ebfOelfB 79204049

w=95b8c6e7 Ttelcae’ 34£099%cc fe2b20fd 550b4471 2e77¢55bh 54175031
Bea6748]1 eled26f9 TicB6fT8 1e7935ca 289befla 411b7h8a 15echedl
07dbedde 60cflddf 39509cl0 159fbe6d Af442403 4964dccd? bellbife
0b55481lc bSel2a67 %al7edfs 1981al0d2 B872cdlel 7451la69f 69520cac
13423827 d2ed32s52Z 13b37897 Bicaf9al

vl = 95b8che’ Teelcae?’ IL4E0XNAX

v2=99ccfe2b 30£4550b 4471XXXX

vl XOR pad = 7496299 ed628b7f FffbXXXX

Key foruser A= 740839de e833addd Sb41XXXX

Results for user B:

tab=8032ebic b67514a9 cS5fafthe alebbefl deldifd48 cBebe2d0 BEIDTebb
B62Zb9f3 B87e0f50f aS86Bbfs 29ff008d 3adS5e9c 4366badd aedl%0ce
bclaeS6f 34bf70b6 3cal2ldd 563005db bc7ebZbb coc9127a 3603bEOD
beBfced9b f46bf538 Bb6cdaT6l 4bdladfe 7282efed E£9cld6b7 1eSf8946
2bdic7ed 74127719 ebflelf8 T3e0d0dy

uah= 1585dbha c06b363d 6afSailde Scd0220b T6fe0528 660be3la cd96dlch
0883bafe 5al3iled celfeiBl f47a353c edchBi6d EdbdcObS 6Taafdvl
dbaOff6f 2c0fad28 fcbl7alZ bf6fb8Be 22¢5cad7 7cibb3cd 8B2dadfs
docs5T7980 cl1T74352F 13434623 celdf2dd 14a9e0fb Ta905fel 4ab28245
a76e703a 55dabbi8 27c2979f (DBealBch

w=95b8cteT Tbelcae7 34£09%cc fe2b30fd 550b4471 Ze77cH5b 54175031
Beab7481 eled26f9 T7ic66f78 1leT7935ca ZA%bedla 411bh7bBa 15eciedl
07dbedde 60cflddf 39509cl( 159fbes? df442403 4964ccd7 bell63ifé
0b55481c bSelZat? %al7ed8S 1%8lal0d2 872cdlel 745la69f 6952Z20cac
13423827 dA2ed3252 13b3T7E97 B2caf9al

vl = 95bBcee? ToelcasT 3I4E0XAXX

vl=08%¢ccfe2b 90fd550b 4471XXXX

vl XOR pad = 7496099 e4628b7f JffbXXXX

Key foruser B = 74083%de e833addd 6b41xXXX
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. KEA Exchange for E-Mail

p=9d4chebd 42ea%lcB 28d67d49 94a9f01b 8eS5b5b73 0d0faae? bd569ddl
914e3add 759cB0O53 3ledaldS 9fbS6bel aBded736 652aB82b2 T6eBlacd
63f5b78d 0b75a03e b34d397d beTb3740 Bf72136a cb0879fe 61c718a3d
TE5154b5 07Ba7649 fbiddfbd cd4Blelld b62chH241f 229fad80 423368dd
51090dbf 25351£f0c 5800de(S b92batal

q=97adB5fd 2b37ledl 69818ab3 cbeeB773 d3dbl29d

2=595d3443 ecB97cB82 Sle5fa%d 02abBh75 cO0fc57b0 969£880d al66alol
01912a01 96bck8lc 4lacB8485 031lacS598 bS48leae 2726b719 dBA49915a
61059734 T23B6cla 6a2c732c d6700d34 1f54bE28 dAl2d692d e2falSfES
5e898cZe Z0bbBaib (02dblbal 7debt7iel b9%b6d%aci 9alsdB8450 b£3d918c3
2ed71266 b78331l1a (aBdOB8ac 487beadd

m=/201dd56 23TcZiBa If54bcie T794bdf3i? 4lcéTeab

xa=6231%acd T7deld518 Qabd322c 59e2be00 278led94

Ya=2d2%9ecdl 2e3d497ab6 7222d8de bc286131 dl49£458 lb3eS586d 0151024c
02e8h23d al9adide ZcaSedla 4b2Aa7725% 6231l6edd 28044226 TEE2B4ed
655cf546 10438f66 fablala2 e2dicEel 44019014 27584566 722afflf
73dbZadb d2b67£13 00cedSSE 0096Bca’ 91aB87678 67363474 49%e=eT4dal
Bdc349d9 fdfdb96b 01f0fclf 0690ec96b

xb=63decdad 4487eb7l 31dff4f5 lcfbael? 446b%b3d

Yb=7730d4bb flaZefdb 218e7041 3eB61020 ld4cecl6c 205£5419 293b65chk
9a971e54 55eb7%al bdb90abd l4c5240e debcfdd5 BociclBch 265d57df
f60b6lcl db2ff648 64bee519 BTE£270031 4bcif0ad 73168209 5ed260Bc
3d7987f9 649fbf71 6887633e b574b39c c73df899 S1fclbdé 4A3B89d48
fe2244bB 29afd405 06ab9221 baSe2c07

Computed by A:

Ra=97clfdBa 69fcB8f34 a7d4cTecl clabl76a b9lfalea dDebbl97 D6aebTal
fbfBd0as 67032ead TI980BIZbE caeaB27bh 4£604b71 ebc2d4469 211363ea
4bd2122f 4aa6afb9 4857f£f06 9db03701 Zb289057 b4855e70 fBfTacdf
92falfe’ bcZ2abciZ TEleebtll lclfbdf7 atebSdci 59a8fcal beiZefia
2afBles2 claVibab a2c96lea EchHTE41E

Results for user A:

tab=8032eb2c b67534a9 c5fafthe alebbefl deldifd8 cBebeld0 BEBODTebE
B622ZDb9f3 B7e0f50f aS586Bbfs Z9f££008d 3adS5e9c 4366badd aedldlce
bclaeS6f 34bf70b6 3calldd 563005db bcTebflbb ccoc9l27a 3603bEQD
beBfcedb £46bf538 Bocda76l dbdiadfe T282efed f9cldbb7 ledf8idé
2bd3cTed 74127719 ebfOelf8 79204049

uah=17087175 9f16d4dfbf blalc05e Oeeddabd 49586033 93aa7dfli 3495bckl
6Badils8a Tcf8lfaB8 74fd4eb04 4433abel 6423eb2f lebblicdb 33067152
242d7cf8 987f£208d cfdf3i797 63%98ccdS 6albdclb 2bfd6734 35dedcc?
06bd6d7]l ad516738 bI9lf2as2 689a2d60 B802ded96d 150febtl 469a2643
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1B8cBdBES 9ecldlea ch23c5la 91d4861dl

w=973b5ca2 558cldf9 TE9bb71lc b0A00%aE 27659f7¢c S5cl66033 cdlalacT
eecfebTe 04d914b8 la7b76f9 6el2achtd 9ef249ch 6221f7af 1480220
el6B6267 cdief9ldd 0c7£5974 b9cBdZbl 26Bajed6 fB8c67%ae 6beld%bpcH
c54d3ic0d 98bdSc7l 3feldlb3 bidddbSe £2b0d4952 Dedl2dl8 6539b019
449calel 1lbd2b804 b2ldatl3 (bb932aa

vl =973b5ca? 558Bcl469 T69bXXXX

v2=b71cb0d0 09af2765 9f7cXXXX

vl XOR pad = eScafddc c70e55£1 dAd90xXNXX

Key for user A=97£d1céb 486bcd39 115bXXXX

Results for user B:

lab=E8032eblc b67534a9 c5fafébe alebbefl deldifd4B cBE6be2d0 BEROT7eb6
BE22b9E3 B7eQf50f aSBeBbfs 29f££f0084 3adS5efc 4366badd aedld0ce
beciaes56f 3dbf70b6 3cal2ldd 563005db beTebt2bb cccil27a 3603bE00
beBfced9b f46bf538 BécdaT6l dbd3ladfe 7282efed f9cldbbT 1le9fB89d46
2bd3c7ed 74127719 ebfl0e0f8 79e04049

ugh=17087175 9f164fbf hlalcO5e Oeedfabd 49586033 93aa7dfl 3d9%bchl
6BadilB8a TcfBlfaB T4fdebl4 4433abel 6423ebif lebbicdb 33067152
242d47c£8 987£2084 cfd4f3797 6398ccdsS 6albdelb 2bfd46734 35dedcocd
06bd6d71l ad4516738 b91f2as52 689a2d60 B802de96d 150feb6l 469a2643
18cBdBES %9ecl40ea c623cS5la 91486141

w=973b5caz2 558cl469 T76%bb71lc b0d00%af 27659f7c 5cl66033 cdlalac?
eecfeb7e 04d914bB8 la7b76f9 GelZactd 9ef949ch 6221f7af eldB0220
el6B6267 cdie9ldd 0c7£5974 bY9cBd2Zbl 268aledt fBcE79%ae bbel%bcH
c54dic0d 98bdSc7l ifeidlb3 bidddbSe £2b0d4952 0edl2dl8 6539b019
449calel 1lbd2b804 b2lda6ll O0bb%32aa

vl =973b5ca2 558c1469 TEIDXXXX

v2=b71chb0d0 09af27865 9£7cMXXX

vl XOR pad = eScafddc c70e55f1 dAd90XXXX

Key foruser B =97£d1lcbb d86bcdl9 115bXXXX
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