cmbx12.3003.2.2 Basic Access cmr10.329The basic access pro vided to the queue is through set of library calls. There are sev eral classes of routines whic can divided up in to queue manager in teraction, address �le pro cessing routines and message dy rou- tines. Most of the op erations describ ed here are only useful for outb ound hannels. cmbx10.329Queue Manager In teraction cmr10.329The queue manager in teraction is normally handled single pro cedure, cmtt10.329channel_control cmr10.329whic manages the session with the QMGR and calls the appropriate routines on receipt of OS op erations. cmtt10.329int channel_control (argc, argv, initfnx, procfnx, endfnx) int argc; char **argv; IFP initfnx; struct type_Qmgr_DeliveryStatus *(*procfnx)(); IFP endfnx; cmr10.329The argumen ts are as follo ws: cmtt10.329argc cmbx10.329argv cmbx10.329cmr10.329 The cmtt10.329 argumen coun and ector, normally copied from the cmtt10.329main cmr10.329 pro cedure. These are used to recapture the state of the asso ciation as outb ound hannels are normally run under the cmti10.329pptsap cmr10.329 (8) daemon. cmtt10.329initfnx cmbx10.329cmr10.329 An initialisation function. This is called to initialise the han- nel and inform it of its name. cmtt10.329procfnx cmbx10.329 cmr10.329 function called for eac QMGR pro cess message op eration. cmtt10.329endfnx cmbx10.329 cmr10.329 function called when the session with the QMGR is termi- nated. The constan cmtt10.329 NULLIFP cmr10.329 ma used if this function is not required. The cmtt10.329 channel_control cmr10.329 function in ok es its wn error handlers and do es not normally return. The functions cmtt10.329 initfnx cmr10.329 and cmtt10.329 procfnx cmr10.329 sho wn ab are the ey to the hannels op eration. The initialisation function should de�ned in the follo wing y: cmtt10.329int initfnx (arg) struct type_Qmgr_Channel *arg; cmr10.329The function should then decide whether the giv en hannel argumen is sensible for this hannel and return one of the constan ts cmtt10.329 OK cmr10.329 or cmtt10.329 NOTOK cmr10.329

This function is normally only called once the QMGR, but in cases where the same program can run as um er of hannels it ma called subsequen tly to reinitialise the hannel to di�eren mo de of op eration. 33 cmr10.329The pro cess function is the one that do es the real ork of the hannel. It should de�ned lik this: cmtt10.329struct type_Qmgr_DeliveryStatus *processmessage (arg) struct type_Qmgr_ProcMsg *arg; cmr10.329The function should then attempt to pro cess the giv en message for the giv en recipien ts. This usually in olv es �rst reading the address con trol �le giv en as part of the structure passed. When the pro cessing of the message has �nished, the function should return oin ter to list of recipien um ers together with status �eld. This structure is the cmtt10.329 type_Qmgr_DeliveryStatus cmr10.329 structure. This sp eci�es for eac recipien whether the op eration as success or failure. The status alues are: cmtt10.329int Qmgr status success cmbx10.329 cmr10.329 The op eration as successful, the next pro- cessing stage can considered. cmtt10.329int Qmgr status negativeDR cmbx10.329 cmr10.329 The message has failed, and deliv ery rep ort cmti10.329 must cmr10.329 written. cmtt10.329int Qmgr status positiveDR cmbx10.329 cmr10.329 The message has succeeded, and con- �rmation is required. This cmti10.329 must cmr10.329 written out. cmtt10.329int Qmgr status successSharedDR cmbx10.329 cmr10.329 The message has suceeded and deliv ery rep ort is to sen t. Ho ev er, the deliv ery rep ort will sen as the result of pro cessing another recipien t. cmtt10.329int Qmgr status failureSharedDR cmbx10.329 cmr10.329 The message has failed, and de- liv ery rep ort should sen for this recipien t, but this will sen as the result of another recipien ts actions. cmtt10.329int Qmgr status messageFailure cmbx10.329 cmr10.329 The message has temp orarily failed; other messages on the same hannel ma succeed and this message ma succeed later at second attempt. cmtt10.329int Qmgr status mtaFailure cmbx10.329 cmr10.329 The remote MT is not resp onding: the attempt should retried at later time. urther messages on this hannel to this MT should not considered at this attempt. cmtt10.329int Qmgr status mtaAndMessageFailure cmbx10.329 cmr10.329 This is an indication that there as failure whilst transferring the message to the MT A. This hannel should attempted again in the near future. aid in setting these alues, set of supp ort routines is pro vided in the library These routines all up date the global ariable cmtt10.329 deliverystate cmr10.329 whic is suitable as return alue for the pro cess function. Note, ho ev er, that the alue of cmtt10.329 int_Qmgr_status_permanentFailure cmr10.329 is \stic ky"; this alue ma set, but once set cannot erwritten these routines. This is ecause normally when an address is mark ed with this status, deliv ery rep ort is written out and the message is up dated accordingly (see Section 3.2.3 for 34 cmr10.329routines to write out deliv ery rep orts). set the status then to something else ould confuse the queue manager. The routines are as follo ws: cmtt10.329struct type_Qmgr_DeliveryStatus *delivery_init (users) struct type_Qmgr_UserList *users; cmr10.329This routine initialises the structure. It do es allo cating an elemen for eac of the users passed in the argumen t. The single parameter is the list of users passed er the QMGR. cmtt10.329struct type_Qmgr_DeliveryStatus *delivery_setstate (rno, val, reason) int rno, val; char *reason; cmr10.329This routine sets the alue of the giv en recipien um er to the indicated alue in the global structure (with the ab pro viso). It also includes string indicating the reason for failure, if failure ccurred. This string is passed bac to the QMGR for displa the MT Aconsole. It should set to the constan cmtt10.329 NULLCP cmr10.329 if the recipien as handled successfully or no diagnostic reason is ailable. cmtt10.329struct type_Qmgr_DeliveryStatus *delivery_setallstate (val, reason) int val; char *reason; cmr10.329This routine sets all users’ status to the giv en alue. This is useful when connection cannot established, for instance, and all recipien ts ust put in the same state (again, the ab pro viso ab out deliv ery rep orts holds). The reason �eld is the same as ab e. Occasionally it ma ccur that ermanen failure is receiv ed but it is not ossible to write deliv ery rep ort (e.g., full disk). In this case the address �le should not up dated and the DR status should set to message failure (the next retry should also giv DR and then hop efully rep ort can written). aid in resetting these ariables the follo wing pro cedure is useful. cmtt10.329struct type_Qmgr_DeliveryStatus *delivery_resetDRs (val) int val; cmr10.329The argumen is the state to set the DR alues to (nearly alw ys cmtt10.329int_Qmgr_Status_messageFailure ). cmr10.329The termination function, if used, should de�ned as follo ws. cmtt10.329int endfuction () cmr10.329This routine is used to close do wn an ything required efore exiting the program. The calling routine will execute this function efore sending the �nal disconnect to the QMGR and exiting. 35 cmbx10.329Address File Routines cmr10.329The address �le reading is usually the �rst op eration hannel do es on receiving the instruction to pro cess message. This is usually ac hiev ed �rst building up the name of the message �le to read in from the queue id, and then in oking the pro cedure cmtt10.329 rd_msg cmr10.329 cmtt10.329int rd_msg (msg, prm, qp, ad_sndr, ad_recip, ad_count) char *msg; struct prm *prm; Q_struct *qp; ADDR **ad_sndr, **ad_recip; int *ad_count; cmr10.329The parameters are: cmtt10.329msg cmbx10.329 cmr10.329 The address con trol �le. cmtt10.329prm cmbx10.329 cmr10.329 The message parameters. cmtt10.329qp cmbx10.329 cmr10.329 The message queue structure. cmtt10.329ad sndr cmbx10.329 cmr10.329 the originator of the message. cmtt10.329ad recip cmbx10.329 cmr10.329 The list of recipien ts of the message. cmtt10.329ad count cmbx10.329 cmr10.329 coun of the um er of recipien addresses. The routine returns status to indicate success or failure. As part of its op eration it lo ks the address �le to prev en sim ultaneous access other hannels. When the message has een pro cessed, the lo cmti10.329 must cmr10.329 released calling the function cmtt10.329 rd_end cmr10.329 cmtt10.329int rd_end (); cmr10.329If the messages status hanges in some manner, the address �le ust up dated. This is ac hiev ed one of the follo wing functions. cmtt10.329int wr_ad_status (ap, type} ADDR *ap; int type; int wr_ad_rcntno (ap, rcnt) ADDR *ap; int rcnt; cmr10.329The cmtt10.329 wr_ad_status cmr10.329 routine is used to up date the status of the address. This can tak one of the follo wing alues. cmbx10.329alue Meaning cmtt10.329AD STAT PEND cmr10.329The address is ending cmtt10.329AD STAT DONE cmr10.329The address has een �nished with The cmtt10.329 wr_ad_rcntno cmr10.329 is used to up date the reformatter coun ariable. 36 cmbx10.329Message �les cmr10.329There are um er of routines to allo hannel to iterate through the set of message �les to deliv er. First in this set is function to allo lo cation of the relev an directory This function maps giv en queue id as giv en the QMGR in to directory basename with the message �les in relating to giv en address. It is used as follo ws: cmtt10.329int qid2dir (qid, ap, exists, cpp) char *qid; ADDR *ap; int exists; char **cpp; cmr10.329The argumen ts to this are cmtt10.329qid cmbx10.329 cmr10.329 haracter string con taining the queue iden ti�er. cmtt10.329ap cmbx10.329 cmr10.329 The address that is eing pro cessed. cmtt10.329exists cmbx10.329 cmr10.329 ag, this should cmtt10.329 TRUE cmr10.329 if the directory should exist, and cmtt10.329FALSE cmr10.329 if it do esn’t matter. cmtt10.329cpp cmbx10.329 cmr10.329 haracter oin ter that is assigned the resulting directory name. The function will return cmtt10.329 OK cmr10.329 on successful completion and cmtt10.329 NOTOK cmr10.329 on fail- ure. The next op eration is ypically to visit eac of the message �les in turn. This is handled the follo wing routines. cmtt10.329int msg_rinit (dir) char *dir; cmr10.329The argumen here is: cmtt10.329dir cmbx10.329 cmr10.329 The directory base of the message (usually obtained from call to cmtt10.329 qid2dir ). cmr10.329This function returns the usual cmtt10.329 OK cmr10.329

NOTOK cmr10.329 status. cmtt10.329ollo wing this, the function cmtt10.329 msg_rfile cmr10.329 is called rep eatedly un til it re- turns cmtt10.329 RP_DONE cmr10.329 to obtain eac of the �les comp osing the message. cmtt10.329int msg_rfile (buf) char *buf; cmr10.329The argumen is: cmtt10.329buf cmbx10.329 cmr10.329 oin ter to haracter bu�er (of size cmtt10.329 FILNSIZE cmr10.329 whic is �lled in with the �le name if the call succeeds.. Finally when all �les ha een pro cessed, or if the op eration is to ab orted, the function cmtt10.329 msg_rend cmr10.329 is called: cmtt10.329int msg_rend () cmr10.32937 cmbx12.3003.2.3 Deliv ery Noti�cations cmr10.329Deliv ery rep orts should written out hannel when it is clear that the message cannot deliv ered or if the message has een deliv ered and con�rmation is requested. The routine cmtt10.329 set_1dr cmr10.329 is then used to set the appropriate status in the address structure: cmtt10.329int set_1dr (qp, ad_no, msg, reason, diag, str) Q_struct *qp; int ad_no; char *msg; int reason; int diag; char *str; cmr10.329The argumen ts to this function are as follo ws: cmtt10.329qp cmbx10.329 cmr10.329 oin ter to queue structure represen ting the message. The queue structure should ha the address comp onen ts �lled in (this is normally the case). cmtt10.329ad no cmbx10.329 cmr10.329 The address um er that this rep ort is for. cmtt10.329msg cmbx10.329 cmr10.329 The queue name of the message eing pro cessed. cmtt10.329reason cmbx10.329 cmr10.329 reason co de for the message failure. This should hosen from one of those in able 3.1 on page 39. cmtt10.329diag cmbx10.329 cmr10.329 diagnostic co de for the message failure. This is supplemen tary information to the reason co de. It should one of those alues giv en in the �le cmsl10.329 dr.h cmr10.329

There are large um er of these ailable. cmtt10.329str cmbx10.329 cmr10.329 haracter string whic records the reason for the failure. This should something that describ es the failure. This �eld should alw ys �lled in with something appropriate. When calling this function the routine should return to the QMGR one of the follo wing ariables: cmbx10.329Qmgr co de When Applicable cmtt10.329positiveDR cmr10.329or the �rst recip ein with ositiv deliv ery rep ort cmtt10.329successSharedDR cmr10.329or subsequen recipien ts with ositiv deliv- ery rep orts cmtt10.329negativeDR cmr10.329or the �rst recipien with negativ deliv ery rep ort cmtt10.329failureSharedDR cmr10.329or subsequen recipien ts with negativ deliv- ery rep orts Once the recipien ts ha een mark ed with cmtt10.329 set_1dr cmr10.329 the last step nec- essary is to write out the actual deliv ery rep ort calling cmtt10.329 wr_q2dr cmr10.329

This is de�ned as follo ws: 38 cmbx10.300Reason Meaning cmtt10.300DRR NO REASON cmr10.300No reason is giv en for the failure (should not used normally) cmtt10.300DRR TRANSFER FAILURE cmr10.300Unable to transfer the message to the destination cmtt10.300DRR UNABLE TO TRANSFER cmr10.300There is problem with the mes- sage that causes the failure cmtt10.300DRR CONVERSION NOT PERFORMED cmr10.300con ersion is required and can- not done cmtt10.300DRR PHYS RENDITION NOT PERFORMED cmr10.300Can not prin the message in the required format cmtt10.300DRR PHYS DELIVERY NOT PERFORMED cmr10.300Ph ysical deliv ery of the message didn’t ork cmtt10.300DRR RESTRICTED DELIVERY cmr10.300The recipien subscrib es to re- stricted deliv ery service. cmtt10.300DRR DIRECTORY OP UNSUCCESSFUL cmr10.300required directory op eration failed cmr10.329able 3.1: Reason Co des cmtt10.329int wr_q2dr (qp, msgid) Q_struct *qp; char *msgid; cmr10.329The argumen ts to this function are: cmtt10.329qp cmbx10.329 cmr10.329 oin ter to the queue structure represen ting the message with the address comp onen ts �lled in. cmtt10.329msgid cmbx10.329 cmr10.329 The queue id for this message. This function will then write out the rep orts and up date the queue en tries with their new status. cmbx12.3003.2.4 Successful Deliv ery cmr10.329successful deliv ery is recorded in the stat log. This is done the routine cmtt10.329wr_q2dr cmr10.329 if ositiv deliv ery rep ort is required. Altern tiv ely if no rep ort is required, the deliv ery is noted with the function cmtt10.329 wr_stat cmr10.329 whic is called as follo ws. cmtt10.329int wr_stat (ap, qp, msg, size) ADDR *ap; Q_struct *qp; char *msg; int size; cmr10.329The parameters to this are: cmtt10.329ap cmr10.329

The address that has een successfully deliv ered. 39 cmtt10.329qp cmr10.329

The queue structure for this message. cmtt10.329msg cmr10.329

The queue name for this message. cmtt10.329size cmr10.329

The size in ytes of the message deliv ered. This ma di�eren from the size in the queue �le. When message has een deliv ered successfully it is necessary to hec sev eral things. These are: 1. If ositiv deliv ery rep ort as requested, one should comp osed with cmtt10.329 set_1dr cmr10.329 and cmtt10.329 wr_q2dr cmr10.329

2. Otherwise, the status should up dated to cmtt10.329 AD_DONE cmr10.329 with call to cmtt10.329wr_ad_status cmr10.329

3. The QMGR return status should up dated to either cmtt10.329int_Qmgr_Status_success cmr10.329 or cmtt10.329 int_Qmgr_Status_positiveDR cmr10.329

4. If cmtt10.329 wr_q2dr cmr10.329 is not necessary (there as no request for ositiv deliv ery rep orts). call should made to cmtt10.329 wr_stat cmr10.329 to indicate in the statistics that successful deliv ery has een ac hiev ed. cmbx12.3003.2.5 eri�cation and rust cmr10.329Channels are trusted pro cesses, and as suc should resp ect this trust. As far as ossible they should hec that the data they are eing giv en is rea- sonable. This includes the follo wing: cmsy10.329cmr10.329 That the hannel name and yp is reasonable for this hannel. cmsy10.329cmr10.329 That the address requested to pro cessed exists and is ready to pro cessed (e.g., it has passed through all reformatters). cmsy10.329cmr10.329 That the yp of address is correct for this yp of hannel (e.g., RF 822 for sm tp or X.400 for X.400 hannels). cmsy10.329cmr10.329 That the message is not lo ed another hannel. cmsy10.329cmr10.329 That the hannel is the same as the hannel giv en in the address structure. or common outb ound hannels and �lters these hec ks are encapsulated in the functions, cmtt10.329 chan_acheck cmr10.329 cmtt10.329 lchan_acheck cmr10.329 and cmtt10.329 chan_dcheck cmr10.329

These calls are similar in function; one hec ks the address is ok to pro cess for �lters and outb ound hannels; the second is for lo cal hannels; and the last is for hannels that can handle deliv ery rep orts. They are called in the follo wing y: cmtt10.300int chan_acheck (ap, mychan, first, mta) ADDR *ap; CHAN *mychan; int first, char **mta; cmr10.32940 cmr10.329The argumen ts are as follo ws: cmtt10.329ap cmbx10.329 cmr10.329 The address to hec ed. cmtt10.329mychan cmbx10.329 cmr10.329 The hannel that is doing this hec king. cmtt10.329first cmbx10.329 cmr10.329 If this is the �rst address to hec ed. This is used to deter- mine if the ta parameter can hanged. cmtt10.329mta cmbx10.329 cmr10.329 The MT this should connect to. If the constan cmtt10.329 NULLVP cmr10.329 is used, the ta parameter will not �lled in or hec ed. If the ta is the address of oin ter with cmtt10.329 NULL cmr10.329 con ten ts then it will up dated if required. If the ta is oin ter to string, then it is hec ed that the ta do es not hange unless the cmtt10.329 first cmr10.329 ag is set. This ensures for hannels that batc messages to the same host, that all addresses in this message are destined for the same MT A. It returns either the constan cmtt10.329 OK cmr10.329 or cmtt10.329 NOTOK cmr10.329

If cmtt10.329 NOTOK cmr10.329 then the cmtt10.329 deliverystate cmr10.329is up dated in suitable If cmtt10.329 OK cmr10.329 then the address should pro cessed, and the cmtt10.329 deliverystate cmr10.329 up dated accordingly The function cmtt10.329 lchan_acheck cmr10.329 is almost equiv alen t, except in place of the cmtt10.329mta cmr10.329 parameter is user. cmtt10.300int lchan_acheck (ap, mychan, first, user) ADDR *ap; CHAN *mychan; int first, char **user; cmr10.329The last function is similar but suitable for hannels that can handle deliv ery rep orts (suc as X.400). cmtt10.300int dchan_acheck (ap, asp, mychan, first, mta) ADDR *ap, *asp; CHAN *thechan; int first; char **mta; cmr10.329The only di�erence for this call is that an address structure referencing the originator ust passed in as the second parameter. cmbx10.4323.3 Example Usage cmbx12.3003.3.1 Outb ound Channels cmr10.329Presen ted here is sk eleton of an outb ound hannel. This structure is not required, but is common of ac hieving the results. cmr9.300main (argc, argv) in argc; har **argv; cmsy9.300cmr9.300sys init (argv[0]); cmmi9.300 cmti9.300 init the channel cmsy9.300 cmti9.300 and �nd out who we ar cmmi9.300 cmr10.32941 cmr9.300dirinit(); cmmi9.300 cmti9.300 get to the right dir ctory cmmi9.300 cmr9.300#ifdef PP DEBUG if (argc cmmi9.300 cmr9.300 && strcmp (argv[1], cmtt9.300 "debug" cmr9.300

== 0) debug hannel con trol (argc, argv, haninit, pro cess, endpro c); cmr7.300 10 cmr9.300else #endif hannel con trol (argc, argv, haninit, pro cess, endpro c); exit (0); cmsy9.300cmr9.300static in haninit (arg) struct yp Qmgr Channel *arg; cmsy9.300cmr9.300har *p qb2str (arg); cmr7.300 20 cmr9.300if ((m yc han nm2struct (p)) == (CHAN *)0) err abrt (RP ARM, cmtt9.300 "Channel ’%s’ not known" cmr9.300 p); exam init (m yc han); free (p); return OK; cmsy9.300cmr9.300static in endpro () cmsy9.300cmr7.300 30 cmr9.300if (cur host) exam close (OK); cmsy9.300cmr9.300static struct yp Qmgr Deliv eryStatus *pro cess (arg) struct yp Qmgr Pro cMsg *arg; cmsy9.300cmr9.300struct prm ars prm; struct yp Qmgr UserList *up; struct Qstruct, *qp &Qstruct; cmr7.300 40 cmr9.300in retv al; ADDR *ap, *ad sendr NULLADDR, *ad recip NULLADDR, *alp, *ad list NULLADDR; in ad coun t; if (this msg) free (this msg); cmr7.30050 cmr9.300this msg qb2str (arg cmsy9.300 cmmi9.300 cmr9.300 qid); PP TRA CE (( "process cmtt9.300 msg %s" cmr9.300 this msg)); bzero ((c har *)&prm, sizeof prm); bzero ((c har *)qp, sizeof *qp); (v oid) deliv ery init (arg cmsy9.300 cmmi9.300 cmr9.300 users); retv al rd msg (this msg, &prm, qp, &ad sendr, &ad recip, &ad coun t); cmr7.300 60 cmr9.300if (rp isbad (retv al)) cmsy9.300 cmr9.300PP LOG (LLOG EX CEPTIONS, "rd_msg cmtt9.300 err: %s" cmr9.300 this msg)); return deliv ery setall (in Qmgr status messageF ailure); cmr10.32942