Net ork orking Group S.E. Kille INTERNET{DRAFT Univ ersit College London Marc 1991 X.500 and Domains Status of this Memo This INTERNET{DRAFT considers X.500 in relation to In ternet and UK Domains. basic mo del of X.500 pro viding higher lev el and more descrip- tiv naming structure is emphasised. In addition, mapping of domains on to X.500 is prop osed, whic giv es range of new managemen and user facil- ities er and ab those curren tly a ila ble. This sp eci�cation prop oses an exp erimen ta new mec hani sm to access and manage domain informatio on the In ternet and in the UK Academic Comm unit There is no curren in ten t ion to pro vide an op erational replacemen for DNS. This draft do cumen will submitted to the RF editor as proto col sp eci�cation. Distribution of this memo is unlimit ed. Please send commen ts to the author or to the discussion group <osi-ds@CS.UCL.AC. UK> INTERNET{DRAFT X.500 and Domains Marc 1991 The Dom ain Nam System The Domain (Nameserv er) System (DNS) pro vides hierarc hical resource lab elling system Mo c87a Mo c87b Lar83 ]. Example domains are: MIT.EDU VENERA.ISI.EDU CS.UCL.AC.UK En tries usually ha single name, although oin ters to en tries (not sub- trees) ma pro vided CNAME records. Information (resource records) is asso ciated with eac en try Name comp onen ts are ypically hosen to shortish (e.g., \CS"). RF 822 mailb names are closely related Cro82 ]. or example: <S.Kille@CS.UCL.A C.UK> The lo cal-part of the RF 822 mailb can considered as one lev el lo er in the domain hierarc X.500 The OSI Directory usually kno wn as X.500, pro vides ery general naming framew ork CCI88 ]. basic usage of X.500 is to pro vide Organisationally Structured Names. Sc hema for this is de�ned within the standard. Name comp onen ts will ypically ha longish alues. This is an example directory name represen ted in abular form: Coun try GB Organisation Univ ersit College London Organisational Unit Computer Science Comm on Name Stephen E. Kille This can also written in the \User riendly Name" notation de�ned in Kil90 ]. This syn tax is used for names in the rest of this do cumen t: Stephen E, Kille, Computer Science, Univ ersit College London, GB This yp of structure is termed \organisational X.500". This is subset of the general capabilities. Kille age INTERNET{DRAFT X.500 and Domains Marc 1991 The basic m del X.500 has as uc relation to the DNS as DNS has to ARP Paul Mo ckap etris This is, essen tiall the osition adopted here. The basic mo del is that organisational X.500 is pro viding la er of naming at the lev el ab domain names. These structured names can considered to form naming la er ab domain names. There are the follo wing ey di�erences: Organisational X.500 tends to use longer and more descriptiv alues The organisati onal X.500 DIT is sligh t ly shallo er than the DNS tree X.500 has ric her informa tio framew or than DNS These di�erences suggest that the follo wi ng should NOT done: Represen X.500 informat ion in the DNS Ha an algorit hmi mapping et een the hierarc hies This note prop oses to represen DNS informatio in the DIT, and to pro vide for lo ose coupling et een the trees. This note do es not prop ose an equiv alencing of X.500 and Domai ns. The prop osed mo del is illustrated in Figure 1. Both an organisatio nal and domain structure is represen ted in the DIT, use of appropriate ob ject classes and attribute yp es. eak link age is pro vided et een the parts of the tree use of sp ecial attributes. Here, the link age is 1:1, but it ma more complex for some parts of the organisati onal DIT or domain namespace. The link age is ac hiev ed use of sp ecial attributes, as describ ed in Section 11. Represen ti ng Dom ai ns in X.500 Domains are at the lev el elo X.500 names of the form illustrated in the previous section. Ho ev er, it is also ossible to use X.500 in other ys. In particular, there are ene�ts from represen ting Domai ns in X.500. Note that this is ery di�eren to equiv alencing, as no attempt is made to repre- sen X.500 informati on within the domain sc heme. There are the follo wing oten tial adv an tag es: Domai Services (DNS and NRS) could replaced with an OSI ser- vice (some ma not view this as an adv an tage). This is particularly attractiv for OSI services, where use of non-OSI directory ma inappropriate. Kille age INTERNET{DRAFT X.500 and Domains Marc 1991 Domain Comp onen t=S.Kill Comm on Name=Stev Kille Org Unit Name=Com puter Science Organisation Name=Univ erist College London Coun try Name=GB Domain Comp onen t=CS Domain Comp onen t=UCL Domain Comp onen t=A Domain Comp onen t=UK Figure 1: Example X.500 tree or In ternet sites, access to domain informat ion (b ey ond MX records) could pro vided for systems registered remotely or UK Academic Comm unit sites, access to domain informati on for domains not regis- tered in the NRS could giv en. or sites neither on the In ternet nor in the UK Academic Comm unit there will usually ev en more of an adv an ta ge, as they usually ha ery limit ed informati on on domains. Assuming that informatio is do wnloaded from an X.500 database in to DNS or NRS system, the remote managem en facilities of X.500 could used. This is ossible ecause of the extra securit features of X.500. Note: or initial ork, the con erse situation of informat ion eing mastered in Domai Databases and uploaded in to the X.500 DIT is more lik ely User access to the domain data, and in particular searc hing, could pro vided. This ould allo users to bro wse the domain namespace, and to determine informati on asso ciated with the domains. The X.500 framew o rk ould allo for additional managemen infor- matio to stored, and to relate the domain names in to more complex structure of informatio n. or example, this migh allo for Kille age INTERNET{DRAFT X.500 and Domains Marc 1991 the managers of system to iden ti�ed, and informatio on ho to con tact the manager. facilit to map RF 822 mailb in to Directory Name (and th us access other user informati on on the basis of this ey) could pro- vided. This ma useful for the user to determine informat ion ab out message originator. This tec hnique ma useful to facilitate in tro duction of securit as it will enable certi�cates to asso ciated with domains and mailb xes. This ma ery useful for the priv acy enc hanced mail ork Lin89 ]. Represen ti ng Dom ai Nam es new attribute syn tax is de�ned: CaseIgnoreIA5StringS yntax ATTRIBUTE-SYNTAX IA5String MATCHES FOR EQUALITY SUBSTRINGS ORDERING new attribute and new ob ject classes are de�ned: DomainComponent ATTRIBUTE WITH ATTRIBUTE-SYNTAX caseIgnoreIA5Str ingSynt ax SINGLE VALUE Domain OBJECT-CLASS SUBCLASS OF top MUST CONTAIN {DomainComponent} MAY CONTAIN {AssociatedName, organizationName, organizationalAttri buteSet manager} RFC822Mailbox OBJECT-CLASS SUBCLASS OF Domain MAY CONTAIN {commonName, surname, description, telephoneNumber, postalAttributeSet, telecommunicationAtt ributeS et Note that the attribute AssociatedName is de�ned in Section 11. The man- ager attribute is de�ned in the COSINE and In ternet naming arc hitecture Kille age INTERNET{DRAFT X.500 and Domains Marc 1991 BK90 ]. It allo ws manager to asso ciated with the domain, whic is useful where the manager of the domain is di�eren to the manager of the ob ject de�ned the AssociatedName This will allo an domain to represen ted in an X.500 hierarc The lo cal part of an RF 822 mail is treated as sp ecial sort of domain comp onen t, and so these can represen ted in the tree as natural extension of the hierarc or example, consider the mailb S.Kille@cs.ucl.ac.uk. This will lead to the follo wi ng structure in the DIT: Ob ject Class RDN yp RDN alue Domain DomainCom onen UK Domain DomainCom onen Domain DomainCom onen UCL Domain DomainCom onen CS RF C822Ma ilb DomainCom onen S.Kille This can represen ted in User riendly Name format as: DomainComponent=S.Ki lle, DomainComponent=C S, DomainComponent=UCL DomainComponent=AC, DomainComponent=UK Note that the RF C822M ail Ob ject Class is sub class of Domain. Some attributes are allo ed to asso ciated with these ob jects. There ma other additional managem en attributes whic it is useful to de�ne (e.g., Mac hine yp e, Owner, Lo cation etc.). This allo ws some informatio whic truly elongs to the domain to represen ted there. It also allo ws for further informati on to asso ciated with the domain/m ail when there is not relev an part of the organisatio nally structure DIT to oin ted at. When there is an asso ciated part of the DIT, informat ion from that part of the DIT should not duplicated in the domain en try Wildcards Wildcards are supp orted ha ving "*" as sp ecial domain comp onen name. If there is need to em ulat wildcard matc hing using the directory the follo wing algorithm ust emplo ed. or example, the wildcard en try for *.*.PODUNK.COM ould represen ted in the DIT as: DomainComponent= *, DomainComponent=*, DomainComponent= MIT, DomainComponent=C OM If A.B.PODUNK.COM is lo ok ed up in the directory the query will fail and indi- cate that comp onen ts are matc hed. substitution should made, and *.*.PODUNK.COM lo ok ed up explicitly to iden tify the asso ciated informat ion. Kille age INTERNET{DRAFT X.500 and Domains Marc 1991 DNS Informati on DNS informat ion can asso ciated with an en try in the DIT. It is imp ortan that this is done in manner whic is exactly equiv alen to the informatio stored in the DNS. This will allo the DIT to ha informatio loaded from the DNS or vic versa All (authoritati e) records asso ciated with domain will stored in the DIT. There is no attempt made the OSI Directory to em ulate DNS cac hing or TTL handling. It is assumed that the master en tries are main t ained use of DNS Zone ransfer (or equiv alen t) and that they can treated as authoritativ e. There is need to de�ne an attribute syn tax whic represen ts DNS record. This then allo ws DNS records to stored in the DIT. There are three ossible enco dings of this record: ASN.1 Enco ded This is the most natural approac in terms of X.500. Ho ev er, it ould require all users of this service to handle the new syn tax, whic ould wkw ard. There is problem with handling the resource format in general manner. DNS Binary Enco ded Use the formal ly de�ned record syn tax. This ould con enien for access to the data DNS related soft are, but ould an wkw ard enco ding for indep enden X.500 DUAs. ext enco ded Use of text enco ding deriv ed from the DNS sp eci�cations. This is straigh tforw ard to map on to DNS proto col, and easy to supp ort in na�v X.500 DUA. This approac is hosen. The syn tax is de�ned in IA5 haracters. The BNF of the record uses the de�nitions of section 5.1 of RF 1035. It is <rr> ";" <comment> Three examples of this (for domain C.ISI.EDU) migh e: 500 10.1.0.52 Basic address record IN 600 MX 10 VENERA.ISI.EDU. MX record 600 IN MX 10 VENERA.ISI.EDU. MX record other order Note that: The class and TTL ma in either order (follo w ing RF 1035) The class defaults to IN Domai ns ust alw ys fully sp eci�ed (i.e., master �le abbreviate rules are not used). The TTL for record ust alw ys presen (this sa es lo oking at the paren en try to �nd the SO record). Kille age INTERNET{DRAFT X.500 and Domains Marc 1991 Records (e.g., SO A) ma ulti line. Lines should separated with the IA5 haracters <CR><LF> CNAME records are mapp ed symmet rical ly on to Directory Aliases. This is no de�ned in terms of attribute and ob ject class de�nitions. single record yp is de�ned, as opp osed to one attribute yp er record yp e. This allo ws the de�nition to not require extension when new DNS Record yp es are de�ne. Ho ev er, there is some loss of e�ciency if only single record yp is needed, as �ltering ust done the DUA. Similarl no distinction is made on the basis of DNS class. This means that if there are class hierarc hies, that they ust represen ted in single DIT, and that informa tio for di�eren classes ust separated DUA �ltering. DNSDomain OBJECT-CLASS SUBCLASS OF Domain MAY CONTAIN DNSRecord DNSRecord ATTRIBUTE ATTRIBUTE-SYNTAX IA5String MATCHES FOR EQUALITY Lo okup of domain is ac hiev ed translating it algorithm i cally to Distin- guished Name (DN), and reading bac attributes desired. This informatio can managed and searc hed in straigh tforw ard fashion. The informati on ma also do wnloaded in to DNS database. This should done use of zone transfer. to ol to erform zone transfer (in oth directions) et een DNS Serv er and DSA ould seem to oth straigh t forw ard and useful. This ould ey to ol in transition to X.500 based managemen of the DNS. It ould also allo large part of the DNS names- pace to rapidly made a ila ble in an X.500 pilot. In erse informat ion can deriv ed the usual IN-ADDR domain, whic will represen ted in the same manner in the DIT. NRS Informati on Information asso ciated with the UK NRS (Name Registration Sc heme) can handled in simila manner Lar83 ]. This is eing dev elop ed in separate do cumen Alan urland. Kille age INTERNET{DRAFT X.500 and Domains Marc 1991 Application En tit Titles In man cases, Application en titi es will closely related to domains. In some cases, it ma appropriate to giv Application En tit ies names whic are related to the DNS part of the DIT. In this case, the Domai Name will used to iden tify the application, and the en try for the domain will also of ob ject class Application Pro cess. The hildren of this en try will iden tify Application En tities, with names suc as \FT AM Service". 10 Net orks It is clearly useful to represen net orks within the DIT. short note on ho to do this is giv en here. It is lik ely that this sp eci�cation will later ev olv ed in separate do cumen t. This de�nes an Ob ject Class for general net o rk, and sho ws ho it can sub classed to de�ne tec hnology sp eci�c net o rks. Network OBJECT-CLASS SUBCLASS OF TOP MAY CONTAIN Manager, Locality, Description IPNetwork OBJECT-CLASS SUBCLASS OF Network MUST CONTAIN {AssociatedDomain The Net ork Ob ject Class allo ws net or ks to de�ned, and for useful attributes to asso ciated with the en try net or will often app ear in more than one organisational structure, and this link age should ac hiev ed use of aliases. This grouping can facilitate managem en of net o rks. The sub class IPNet ork mandates link age in to the DNS part of the DIT. This will represen ted in the DIT using the structures of RF 1101 Mo c89 ]. Both of the domains whic iden tify the net o rk should rep- resen ted in the Ob ject Class. or example, net ork migh ha the (user friendly) name: UCL-Ethernet, University College London, GB This ould ha asso ciated domains 0.0.40.128.IN-ADDR.AR PA and UCL-ETHERNET.UCL.AC. UK These ould oth ha the analogous DIT rep- resen tations. or example: DomainComponent=0, DomainComponent =0, DomainComponent=40 DomainComponent=128, DomainComponent=IN-AD DR, DomainComponent=AR PA Kille age INTERNET{DRAFT X.500 and Domains Marc 1991 11 Link age There is need to asso ciate the organisational X.500 DIT and the DNS tree. The ob jects represen ted are di�eren (Domai Organisation; erson RF 822 Mailb x). Therefore aliasing is not an appropriate link age. Ho ev er, in man cases, there is link age whic is rather stronger than that implied the seeAlso attribute. Therefore, de�ne new attributes, whic represen this stronger cross-link age. The same mec hanism can used to link domains with an Application En tit or an Application Pro cess. Links from the organisatio nal X.500 DIT to the DNS tree are pro vided new attribute, whic could presen in Organisation or Organisational Unit en tries. ObjectWithAssociated Domain OBJECT-CLASS SUBCLASS OF top MUST CONTAIN {AssociatedDomain} AssociatedDomain ATTRIBUTE WITH ATTRIBUTE-SYNTAX ia5StringSyntax or example, the organisati onal en try: Univ ersit College London, GB ould ha an attribute: AssociatedDomain UCL.AC.UK Similarl an RF 822 mailb attribute is used to link en tries of erson Ob ject Class to their asso ciated DNS en try This attribute is de�ned in the Cosine and In ternet Naming Arc hitecture BK90 ]. Con ersely there are oin ters from the DNS represen ted tree in to the or- ganisational X.500 DIT: AssociatedName ATTRIBUTE WITH ATTRIBUTE-SYNTAX distinguishedNameS yntax This attribute is asso ciated with the Domain ob ject class. This en try is used to pro vide link age from the DNS X.500 Hierarc in to the organisational X.500 hierarc Where suc en tries do not exist, attributes in the DNS en try (suc as phone um er) ma used. It is recomm ended that informatio is not duplicated. The preferred setup is for the DNS attributes to rather sk eletal with oin ters in to the organisational X.500 DIT. or example, the domain UCL.A C.UK ould represen ted in the DIT as: Kille age INTERNET{DRAFT X.500 and Domains Marc 1991 Domai nCom onen t=UCL, DomainCo m onen t=A C, Domai nCom onen t=UK This en try ould ha in it an Asso ciatedName attribute with alue: Univ ersit College London, GB This example sho ws simple case with 1:1 link age. There are cases where domain migh asso ciated with ulti ple organisatio ns, or an organisatio with ulti ple domains. 12 Conclusions and prop osals for ev aluation Exp erimen ts should undertak en to determine the practicalit and utilit of this sc heme, in pilot en vironmen t. ossible approac to this exp eri- men tat ion is describ ed in App endix A. Ob ject Iden ti�ers ha een assigned for this purp ose in the Cosine and In ternet Naming Arc hitecture BK90 ]. References [BK90] Bark er and S.E. Kille. The COSINE and In ternet X.500 nam- ing arc hitecture, Decem er 1990. In ternet Draft: draft-ietf-osids- cosinex500-02.txt [CCI88] The directory ervi ew of concepts, mo dels and services, De- cem er 1988. CCITT X.500 Series Recommendations. [Cro82] D.H. Cro er. Standard of the format of ARP in ternet text messages. Request for Comm en ts 822, DDN Net or Informatio Cen ter, SRI In ternational, August 1982. [Kil90] S.E. Kille. Using the osi directory to ac hiev user friendly nam- ing. Researc Note RN/90/29, Departmen of Computer Science, Univ ersit College London, ebruary 1990. In ternet Draft: draft- ietf-osids-friendlynam ing-01. txt, ps. [Lar83] J. Larmouth. JNT name registration tec hnical guide, April 1983. [Lin89] J. Linn. Priv acy Enhancemen for In ternet Electronic Mail: art Message Enciphermen and Authen tication Pro cedures. Re- quest for Commen t 1113, DDN Net o rk Information Cen ter, SRI In ternational August 1989. [Mo c87a] Mo ap etri s. Domai names concepts and facilities. Request for Comm en ts RF 1034, DDN Net or Informatio Cen ter, SRI In ternational No em er 1987. Kille age 10 INTERNET{DRAFT X.500 and Domains Marc 1991 [Mo c87b] Mo a etris. Domai names implem en t ati on and sp eci�ca- tion. Request for Comm en t RF 1035, DDN Net ork Informa- tion Cen ter, SRI In ternational, No em er 1987. [Mo c89] Mo a etris. DNS enco ding of net o rk names and other yp es. Request for Comm en ts RF 1101, DDN Net ork Informatio Cen ter, SRI In ternational, April 1989. 13 Securit Considerations This prop osal do es not directly address securit issues. Ho ev er, due to the facilities of X.500, this prop osal could lead to more secure to access and manage domain informat ion. 14 Author’s Address Stev Kille Departmen of Computer Science Univ ersit College London Go er Street C1E 6BT England Phone: +44-71-380-7294 EMail: S.Kille@CS.UCL.A C.UK Kille age 11 INTERNET{DRAFT X.500 and Domains Marc 1991 ossible Deplo ym e Approac This app endix notes ossible approac to deplo ying an exp erimen to ev aluate this mec hanism The follo w ing comp onen ts of ossible exp erimen are noted. 1. User to ol. This will tak domain or mailb as input. This will lo ok ed up in the DIT. This to ol should capable of: ttem pting to correct user input Helping bro wsing Lo oking up informati on asso ciated with the domain (or mail x) and asso ciated name, in particular the manager (of oth domain and asso ciated name) and informati on on the manager (e.g., phone um er and mailb x). Supply DNS records Handle IN-ADDR.ARP in erse lo okups if supplied with an IP Address Lo ok up net orks 2. pro cedural library to allo user in terfaces to mak easy use of these facilities. 3. Zone transfer to ol. This will use the zone transfer proto col to transfer informat ion et een DSA and Domain Nameserv er. When writing to the DSA, attributes in an en try whic are not DNS records should remain un touc hed. 4. Link age patc hing to ol. When the organisatio nal DIT is established, asso ciated domain oin ters are usually inserted. to ol can written to searc the DIT and insert the rev erse oin ters. 5. DNS Manager ol. This will allo user addition of additional infor- matio in to the DNS part of the DIT. standard DUA can probably used for this. 6. Mailb do wnload to ol. This will allo do wnload of lo cal mailb xes, with oin ters to the user en tries. 7. Em ulati on DNS Serv er, using the Directory as database. The serv er should main tai ermanen connection to its lo cal DSA. As there is no OSI bind, the resp onse of this serv er can at least as fast as normal DNS serv er. There can arian ts of this serv er. (a) Using lo cal DSA as lo cal database but using DNS distributed op erations. (b) Do all lo okups in the directory (using Directory Distributed Op- erations). Kille age 12 INTERNET{DRAFT X.500 and Domains Marc 1991 An initial exp erimen is straigh t forw ard. The Zone ransfer ol (3) can used to do wnload large part of the DNS space in to single DSA (there will some restrictions, as parts of the DNS hierarc do not ermit zone transfer). This can used rep eatedly to main tai the informat ion. The link age patc hing to ol (4) can used to put in oin ters to parts of the DIT. The user to ol can then used (b all sites participation the the directory pilot) to lo ok up domain informatio n. This will allo the utilit of the approac to ev aluated. The manager to ol (5) will allo extra informati on to added to parts of the DNS tree. The next stage will to distribute the DNS part of the DIT er ulti ple DSAs using Directory distribution tec hniques. The em ula tio DNS Serv er (7) will useful to ensure that equiv alen func- tionalit is eing o�ered the Directory It can also used to examine erformance di�erences. �nal step is to master some parts of the DNS hierarc in the DIT. Because of the zone transfer tec hnique, this will en tirely transparen to the DNS user. Managemen ene�ts can then examined. Kille age 13